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Software Modernization Strategy
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Goal 1: Accelerate the DoD Enterprise Cloud Environment
Goal 2: Establish Department-wide Software Factory Ecosystem

Goal 3: Transform Processes to Enable Resilience and Speed
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SWA Impacts of the Adaptive

Acquisition Framework (AAF)

Adaptive Acquisition Framework
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Executive Order (EO) 14028

The Minimum Elements
For a Software Bill of Materials (SBOM)
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SWA In the AAF

SWA

Statutory for Covered Systems (Major Systems, NSS, Mission Assurance Category 1 Systems). 10 USC 2224, Note Pub L 112-239,
as amended, Improvement in Assurance of Computer Software Procured by the Department of Defense. Department of Defense
Instruction (DoDI) 5000.83
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SwWA In Urgent Capability

Acquisition

* The purpose of the Urgent Capability Acquisition pathway is to field capabilities to fulfill
urgent operational needs or reactions as quickly as possible and in less than two years.

* The program protection analyses are streamlined to execute in UON short timeframes (e. g.
hours or days) to ensure a secure fielded system.

e Software supply chain protections are emphasized to promote the use of readily available
software.

* Software Protection Considerations:

Employing secure software design, architecture, standards, analysis tools, and tests
Identifying and documenting vulnerabilities with associated risks

Identifying and incorporating protection measures to bring risks within acceptable range
Software Bill of Materials
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SwA in Middle Tier Acquisition

* The Middle Tier of Acquisition (MTA) pathway includes Rapid Prototyping and Rapid Fielding
programs. The level of maturity enables MTA rapid prototyping within five years and rapid
fielding initiation within six months (unless waived by the Defense Acquisition Executive)
and completion of rapid fielding within five years.

* Rapid Prototyping SWA Considerations:
- SwA methods and practices should be considered early to avoid delays in fielding

- Each iteration of prototyping should be analyzed for vulnerabilities and security risks
- Plans for software transition should be considered

* Rapid Fielding SWA Considerations:
-  Employing secure software design, architecture, standards, analysis tools and tests
- ldentifying and documenting vulnerabilities with associated risks

- ldentifying and incorporating protection measures to bring risks within acceptable range
- Software Bill of Materials
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SWA In the Software Acquisition

Pathway

* The Software Acquisition Pathway is used to facilitate rapid and iterative delivery of
software capability to the user. The Pathway specifies that cybersecurity and program
protection are continuously addressed from program inception through capability delivery.

- Program protection requirements should be identified in the capability needs statement

- Use of enterprise services allows programs to inherit protections implemented by the infrastructure,
platform, or software service providers

- Assurance methods and practices should be automated to the greatest extent possible

* Software Acquisition SWA Considerations:

Employing and automating, to the maximum extent practicable, secure design, architecture,
standards, analysis tools, and tests

- Generating or using shared artifacts to identify vulnerabilities with associated risks
- ldentifying artifacts to inform approval of program protection actions and fielding with any residual
risk

- Inherited protections through the use of enterprise services and the impact to the overall assurance
of the system
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DoD INSTRUCTION 5000.83

TECHNOLOGY AND PROGRAM PROTECTION TO MAINTAIN
TECHNOLOGICAL ADVANTAGE

Originating Companent:  OfMice of the Under Secretary of Defomse for Rescarch and Enginecring

Effective: July 20, 2020
Change | Effective: May 21, X021
Redeasabiliny: Cleared for public release. Available on the Durectives Divisecm Website

ot hitps/‘www esd whs mil DD

Incorperates snd Cancels:  Sec Paragraph 13

Approved by: Michact D, Griffin, Under Secretary of Defense for Rescarch and
Enginecning
Change 1| Approved by: Barbara K. McQuiston, Perfocming the Duties of the Under Secretary of

Defense for Rescarch and Engimcersag

Purpese: In scccedance with the authonty i DoD Derective (DoDD) $137.02, the policy in
Section 133 of Titke 10, United Staes Code, and Dwrective-type Memorsndum S-DTM- 19005, thas

o Esmblishes policy, assigns respomsibilities, and provides procedare science and techaodogy
(S&T) managens and engincers 10 manage system securtty and cybersecurity technical naks from foreign
mtelligenee collovtion, hantware, software. cvber. and cyborgace vudnerabilitios. supply chasn

explottation; snd reverse engineering i
DoD-sponsored research and techaology that is an the interest of national security
Do) warfighting capabalitios

o Ansagon responsshilition and provides procedures for SET managers and bead systems engmecns for
techaology ares protection pluns (TAPPs), S&T protection, program peotection plans (PPPs), and
engineering cybernecsnty activities.

Department of Defense Instruction (DoDI) 5000.83,
“Technology and Program Protection to Maintain
Technological Advantage,” program protection policy
does not apply to this pathway, but program protection
recommended practice is to assess the COTS products
used for vulnerabilities.

Many DBS programs use enterprise software packages
that need to be customized. Secure software standards
need to be established for the customizations along
with vulnerability testing to identify and mitigate
vulnerabilities.

Protection of the interfaces between COTS products,
and customizations as well as external interfaces will
reduce the exposure of vulnerabilities.
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Technology Transition Opportunities

Sources for Proposed S&T Maturation
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*  Supports government decisions
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Evaluating SWA in DevSecOps
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Third Party Acquisition and

Assurance Lab

*  MITRE Acquisition and Assurance Lab provides a security testing and certification technology that achieves risk mitigation
for both industry and the government

- Industry receives secure access to an assessment environment and tools to streamline government procurement

decisions
- DoD Services are able to validate assurance practices without access to proprietary processes or source code
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* Executed proof of concept for lab environment and external
access

* Completed first third party industry assessment and
2 developed report

* Engaged Kessel Run to determine environment, tools and
Approved for Public Relesse; Distribution Unlimited, Public Belease Case Number 19-3029 threshold Opportunities

* Identified and began integration of commercial tools to
enhance lab capabilities
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Questions
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