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Briefing Overview

Criticality Analysis Interface with the OUSD(R&E) Mission Engineering Guide

Mission Critical Functions (MCFs) and Critical Components (CCs)

Defined in policy
Expanded in guidance

Criticality Analysis Process

Example of a Criticality Analysis for a Software Defined Radio (SDR)-based

Electronic Warfare System

Completion of the Criticality Analysis Table (hardware, software, and custom
devices)

Selection of protection measures based on type of component

Tracking and mitigating risks to critical components (hardware, software, and
custom devices)
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DoD Mission Engineering Guide

OUSD(R&E) Engineering

Mission Engineering Guide » Describes the foundational elements and the
overall methodology of DoD Mission
Engineering.

* The Mission Engineering Guide’s products
November 2020 include creating Government referenced
architectures in the form of diagramed
depictions of missions and interactions
among elements associated with missions
and capabilities.

- Identify mission threads and principal system
functions (tasks).
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Figure 2-9. An Architecture of Mission Threads if the function is corrupted or disabled.
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DoD Instruction 5200.44 and Defense Acquisition Guidebook:
[~ Mission Critical Functions and Components

Mission Critical Functions
Critical Components (CCs)

Non-Critical
Components Hardware Firmware Software

Defensive

Functions
that Protect Functions that have " Components that

CCs unobstructed access to CCs Enable the MCFs

DAG Chapter 9 (Criticality Analysis)

* Mission Critical Functions (MCFs):

- Any function, the compromise of which would degrade the system effectiveness in achieving the core
mission for which it was designed (Source: DoDI 5200.44)

* Critical Components (CCs):

- A component which is or contains information and communications technology (ICT) including

hardware, software, and firmware, whether custom, commercial, or otherwise developed and delivers
or protects mission critical functionality of a system or which, because of the system’s design, may

introduce vulnerability to the mission critical functions of an applicable system (Source: DoDI 5200.44,
4140.01, and 4140.67)
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Criticality Analysis DoD Instruction 5200.44

Definition and Methodology

Inputs: Identify and group Mission

Interface Control Threads by priority C”t'cal't Levels

Documents (ICDs) ¥ Level I:  Total Mission Failure
Concept of Operations Identify Mission Critical Level IIl:  Significant/Unacceptable
Functions that will be Dearadation
Potential Software | implemented with Iog% | g.
Development Processes bearing components Level lll:  Partial/Acceptable

| Assign Criticality Levels | Degradation
Potential Vulnerabilities —1— Level IV:  Negligible

Preferred Concept Map Threads and Functions
L 1D SUZSYSIEME Ehe Outputs: Table of Level | & 1
Le."e'fage eX|st|pg SO Mission Critical Functions and Critical
MISSION anaIyS'S’ y Components to support requests for
JiEte f_I|_ght & Identify Critical Suppliers Information from Defense Intelligence
SEUE) Gl cE] (At level of Procurement) Agency (DIA) Threat Analysis Center

An end-to-end functional decomposition performed by systems engineers to identify mission critical
functions (MCFs) and components. Includes identification of system missions, decomposition into the
functions to perform those missions, and traceability to the hardware, software, and firmware
components that implement those functions. Criticality is assessed in terms of the impact of function or
component failure on the ability of the component to complete the system mission(s).

Distribution Statement A: Approved for public release. DOPSR case #22-S-0344 applies. Distribution is unlimited.



Systems Engineering “V” and

Trusted Systems and Networks (TSN) Criticality Analysis

CONCEPT

DEVELOPMENT

NEW Risk
RISK ASSESSMENT INTRODUCED?
» PCA/ISR
SYSTEM
REQUIREMENTS
NEW Risk
RISK ASSESSMENT é ST s

SYSTEM
ARCHITECTURE

(18T L2V [PTSCET) ASR — Alternative System Review

SRR — System Requirement Review
DESIGN VERIFICATION SFR — System Functional Review
REQUIREMENTS (UNIT/Device PDR — Preliminary Design Review
(DETAILED DESIGN) TESTING) CDR - Critical Design Review
PDR TRR TRR — Test Readiness Review

RISK ASSESSMENT

v

RISK ASSESSMENT

SVR — System Verification Review
SOFTWARE & SOFTWARE & FCA — Functional Configuration Audit
HARDWARE IMPLEMENTATION HARDWARE PCA — Physical Configuration Audit

DESIGN INTEGRATION ISR — In-Service Review

SVR/
CDR ECA
Criticality Mission System Sub-syste‘m/ Assembly/ ~ Component  Component
Analysis (CA) based . ; Sub-function N
nalysis functions requirements Level componen (updated) (updated)
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Trusted Systems and Networks Analysis Matrix —
MCFs and CCs

Criticality Analysis (CA)

Mission Criticality (System/Functions)

High Level IV Level llI Level lI Level |
' . Significant . .
.. Partial/ g / Total Mission
Negligible Acceptable Unacceptable Failure
Low P Degradation
Near Certain DAG Chapter 9 and TSN
Hizhlv Likel Guidebook direct Projects and
gn’y y Programs to track level 1 and Il
Likely MCFs as part of the PPP.
— Level I'and I'Components should
Low Likelihood be submitted to DIA for
Not Likely SCRM TAC Reports

* The Criticality Analysis is designed to select the column for the system.

* Once level | and Il systems are identify they are tracked in the PPP as critical components.

 Components with a “low” risk should still be tracked to enable future vulnerabilities to be
identified.
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Criticality Analysis Example: Block

Diagram for SDR-based System
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Components Assembly
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Modules

Critical Components will be procured at different levels from individual
microelectronics to rack mounted enclosures depending on program requirements
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Criticality Analysis: Level of

Procurement

VY YW ~™ BuiltIn Test **

RX X
| R/ N | ‘ Waveform | | Threat
TX_OUT Generator | Database Display
RX_IN
/ Signal
RX_OUT |
Ante)r;zé oL Processor Keypad/
er

Y

Contigiler| | RFModuIe Processor Module <™~ C:OSt N Joystick
””””” Training
AyéNNA Interfacge \ User Interface/Control
e Lowees * Each system needs to have a diagram explaining

e L ICT interfaces to the level of procurement.
~ - Example: Detailed information about the
QF-W‘F*“ microcontroller embedded in the procured

Refeisies o Wi it
Clock i Controller i

component may not be available.

Lol Fe 02
@ - However, the embedded microcontroller will most
S FL:} N R likely have custom software (variable attenuator
R and/or amplifier gain control) and be critical as it
AdTCiator lier

affects MCF performance.
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Mission Functional Assessment and

Criticality Analysis Results

— . . . MCF . .0
Mission Mission Critical e 1 Supporting Critical Components .
Capabilities Functions (MCFs) Sl Systems (CCs) Supplier
Level (I -1V)
Radar Signal FPGA 1 Company A
Processor
i B
Sensing the | Signal Processor S/W Company
Envi Recei
nvironment (Receive) ADC Control S/W Company C
ADC Unit
Comparator 2 Company D
Ana!yzmg the Receiver Signal General Processor 1 Company E
Environment I Analvsis
Electronic Warfare (Signal Analysis) y Signal Database A Company A
(Assumed for
current example) Responding to the General Processor 2 Company E
Environment Waveform Generator
(Technique Generation I Waveform S/W Company F
& High Power
Transmission) RF Transmit Module Power Amplifier Company G
BIT Assembly Company A
Maintenance and Built in Test (BIT)
. I BIT Control S/W Company B
Training
Training Interface Trainer Company B
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Mission Functional
Assessment
(MFA)

Threat Assessment
(TA)

Vulnerability
Assessment
(VA)

Identification of
Potential Protection
W EEHITES

Options
Prevent Loss/Failure

Detect Loss/Failure

Respond to
Loss/Failure

TSN Process

Consequence of Loss (to Mission)

Risk
Assessment
(RA)

Tradeoff
Analysis

Update Program
Protection Plan
(PPP)

Criticality Analysis (CA)
Mission Criticality

System/Functions)

Level IV Level 11l Level 11 Level |
- Partial/ Significant/ Total Mission
Negligible Unacceptable N
Acceptable Degradation Failure
Near Certain R1
Highly Likely \N\—(\A\- R2
Likely
Low likelihood R\S\(

Not Likely

Protection Measures

Criticality Analysis (CA)
Mission Criticality

System/Functions)

Level IV Level Il Level Il Level |
- Partial/ Significant/ Total Mission
Negligible Unacceptable N

Acceptable Degradation Failure

Near Certain R1
Highly Likely ES\DU [\ 8 R2 |
Likely R \( “' l

Low likelihood R\S
Not Likely I R2 R1
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Mission Functional Assessment and

Criticality Analysis Results (Software)

Mission Mission Critical C .:{ICFH Supporting Critical Components s li
Capabilities Functions (MCFs) Le\::aln(:la—l I¥I) Systems (CCs) upplier
* Document mitigations for each level | and
Radar Signal FPGA 1 Company A
EsenSing the | Processor Signal Processor S/W Company B I I Crltlca I fu n ctlo n
nvironment
(Receive) ADC Control S/W Company C .
ADC Unit Utilize software assurance process
Comparator 2 Company D .
Amalyting the oo | Genertprocesor 1 | company € (shown) for software items and hardware
Environment I . H
Electronic Warfare (Signal Analysis) Analysis Signal Database A Company A a SS U ra n Ce p rO CeSS fO r h a rd Wa re |te m S
(Assumed for
current example) Responding to the Waveform General Processor 2 Company E
Envi
(r_\r\g;ﬁ:ir:jzt | Generator Waveform S/W Company F
Generation & High RF Transmit o Aol c 6 .
Power Transmission) Module ower Amplirier ompany SO ftW ar e P r OteCt I O n S
BIT Assembly Company A
! Built in Test (BIT
Maintenance and I uiltin Test B11) BIT Control S/W Company B
Training .
Training Interface Trainer Company B Software Inherent Protection Supplemental SR G
Gained Protection Required
Signal Processor Mlcro.kernel VYIth Security Tools T1, T2 SDP-CMC
reduced instruction set
ADC Control NA :;zflec;tt'; r:] T:yztr SDP-CFF
Signal Database A NA Coding std Best Practices Guide

Waveform

Security tool T3

Coding std P5

www.comapnyF.com/sw
/waveformswP5std.pdf
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Mission Functional Assessment and Criticality

Analysis Results (Custom Microelectronic)

Mission Mission Critical c -:{ICI:.t Supporting Critical Components S I
Capabilities Functions (MCFs) Le\::allt(:la—l I‘<I) Systems (CCs) upplier .
— po— * Customizable components need to be
Radar Signal .
Sensing the Processor Signal Processor S/W Company B reco rd e d a n d th e I nte | | e Ct U a | p rO pe rty
Environment I ere . e a1 epe
(Receiv) e | ADCControls/W | company € utilized, with visibility, needs to be
Comparator 2 Company D tra C ked
2:31}/;:\51;?: | Receiver Signal General Processor 1 Company E )
et gl Aravsi) MR | sanalsabasen | companip e Custom Microelectronics approaches
current example) | Responding to the Waveform General Processor 2 Company E .
E([\r\élcrﬁ:zzzt | Generator Waveform S/W Company a re be I n g d eve | O p e d .
Generation & High ;
Power Transmission) RFJ;:E:W Power Amplifier Company G
BIT Assembly Company A
: Built in Test (BIT
Ma'n;fa”ira‘?:: and I il in Test (BI1) BIT Control S/W Company B
Training Interface Trainer Company B Custom Microelectronics Protections
Component Supplier/Component Intellectual Property 3rd Party Intellectual
P (CAGE Code) (Name and Version) Property Visibility
ACME . .
) Basic Processor Processor provided by vendor
CAGE CODE: v3.14 as a hard IP instantiation
7025G6 '
FPGA 1
Serial Peripheral Interface
PMA 456 (SPI) Bus Controller RTL code provided
v21
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Risk Burn Down Exemplar

Mission Functional
Assessment Consequence of Loss (to Mission)

————— Planned

(MFA) A Actual
Threat Assessment Criticality Analysis (CA)
Mission Criticality (System/Functions)
(TA) Level IV Level lll Level Il Level | A Complete
Significant/
e . Negligible [ P22 | Unacceptable | T°t3LMission A pendi
Vulnerablllty Risk S 5 Degradation e ending : :
Assessment Assessment Highly Likely | \N\-“A\- R2 S i ]
(VA) (RA) -] ::::.‘:. — R\S\( (1) X-Ray and.Vlsua.I.Ir.lspectlon of Parts 3 ]
Not Likely | (2) IV&V Testing utilizing . | I g g

Electro-Optical Frequency Mapping (EOFM)

Identification of T I I I . [ [ [

Tradeoff

Potential Protection . Protection Measures Supply 2 4 6 8 10
Ana |y5IS Chain Risk Months Months Months Months Months
Measures Assessment
Options
Prevent Loss/Failure Criticality Analysis (CA)
s Mission Criticality (System/Functions)
Detect LOSS/FalIure Level IV Level Il Level I Level |
SR Partial/ Usr:::lﬁ;:‘;{e Total Mission
Respond to Update Program Acceptable | pegradation “";';_
H H Near Certain
Loss/Failure Protection Plan e SOUA R2
(PPP) K Likely I RE \( L
Low likelihood | R\S )\ 4
Not Likely [ R2 R1

* Based on the Criticality Analysis, a level of risk can be assigned, utilizing the threat and
vulnerability assessments, and tracked during program maturity.

* Risk tracking can be accomplished utilizing a Risk Burn Down Diagram found in the
Engineering Risk, Issue, and Opportunity (RIO) Guide.

* As mission criticality increases, the level of acceptable risk should be tracked with the
expectation of reaching a lower final risk during system maturation.
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Summary

* The Criticality Analysis is expected to evolve along with the program’s level of
maturity.

- Should start at the Alternative System Review (ASR) and continue to evolve until the
system is designed and integrated.

* The Criticality Analysis is supported by the program performing a vulnerability
assessment and obtaining threat assessments for critical components where
risk can be assessed.

* The availability of protection measures and risk mitigation is rapidly evolving
and is complimentary to the Criticality Analysis Process.

 Components that are identified by the program as “critical components”
require special tracking and handling in accordance with the DoD Instruction
4140.01 “Supply Chain Material Management.”
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Questions

Distribution Statement A: Approved for public release. DOPSR case #22-S-0344 applies. Distribution is unlimited.



Distribution Statement A: Approved for public release. DOPSR case #22-S-0344 applies. Distribution is unlimited. 17



