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Introduction
Background: In order to aid engineers in designing sufficiently cyber resilient systems, the 
Office of the Under Secretary of Defense for Research and Engineering (OUSD (R&E)) / 
Resilient Systems (RS) tasked the Johns Hopkins University Applied Physics Laboratory 
(JHU/APL) to curate and develop design patterns. 

Challenge: The majority of systems have been designed to meet physical performance and 
functional requirements, as well as be resilient to a set of kinetic threats. However, there 
has not been as much attention paid to the resilience of the system to cyberspace threats.
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Approach
Solution: Development of design patterns
• A design pattern is a general, reusable solution to commonly occurring problems within a 

given context in system design

Impact: Compile design patterns proven successful or asserted to be useful, in order to:
• Allow engineers to identify gaps and mitigate potential cyber related problems in their 

system
• Provide building blocks for cyber resilient system design
• Provide engineers the tools and knowledge they need to build resilient systems and

meet cybersecurity requirements 
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Threat:
• Loss of power to mission critical components

Application of Diverse Redundancy Design Pattern:
• Magnetic generator (primary source) allows power to be 

generated as long as engines are spinning
• 3 Electric Generators can power flight controls
• If electric backups fail, there is a battery backup

Low

Hi
gh

Consequence of loss 
of a component

Li
ke

lih
oo

d 
of

 lo
ss

Lo
w

Hi
gh

Flight controls are electrically controlled

Case Study: Aircraft
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These mechanical examples can be translated to the cyber domain



When Should Design Patterns Be Used?
• Integrating good design principles early in the systems engineering lifecycle helps ensure 

the system will be able to be resilient to the threat event, or set of threat events

• However, design patterns can be applied throughout the systems engineering lifecycle in 
order to help secure existing systems
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Design Pattern Template
DRAFT
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Subset of Design 
Patterns Developed:
Redundancy
Diverse Redundancy
Data Diode
Segmentation
Authentication
Authorization
Trust Anchor
Watch Dog
Data Collection
Analytics
Alerts
Response
Load from Known State
…. & More
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DRAFT
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Next Steps
• Integrate design pattern into CRWS-BoK repository

• Demonstrate design pattern applicability and interoperability 

• Continue development and refinement of existing patterns and template 
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