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Presentation Objectives

Describe the motivation behind the development of
the plugin

Present the latest version of APL’'s Information
Security Plugin for MagicDraw

Generate community interest in the plugin

» Distribute version 1.0.1 to a broader community

» Determine if a model marking standard can be established across
the modeling community
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Background
Motivation for the Plugin

In some industries, there are policies and procedures for protecting sensitive
information

» Example: Department of Defense (DoD) Information Security Program for classified information
« Example: An organization’s internal policies and procedures to protect their inventions and trade secrets

Marking is a key component of information security processes
5 * If the information is properly marked, then it's clear how the information should be handled

Traditional documents and information media have well-defined marking and
identification procedures

» Example: DoD has explicit procedures for marking documents, briefing slides, e-mail, web pages and even
instant messages (DoD Manual 5200.01 Volume 2)

Marking and identification procedures not as well defined for elements within MBSE
models

» Model structures are more complex than traditional documents
(0 Grappe Ciw « Many information security marking methods are possible, leading to lack of standardization
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Background

Information Security Plugin History Version 0.1 B
ersion 0. eta

bdd [Package] U_Weapon Systemz_S[ S Weapon Systems ]J
« APL developed the Information Security Plugin for MagicDraw SECRET
initially during a 2019 internal research and development .
prOjeCt - o wblocks
« The original plugin provided several capabilities: R reespigan - .15 ot ooy
- Leveraged element names to capture portion and containment markings S‘m_mf::jm'mw"
- Validated element containment markings based on child portion markings =10t suppression Gun
- Validated diagram portion markings based on the portion markings of e e Cancen
displayed elements —
- Implements markings database XML file to define available markings and uvg —
rules for how they are applied and formatted B - 120 ms
u_effective_range : distance[metre]
« Version 0.1 Beta was released to several organizations for
beta teStIng = u_effective rﬂni(';;z%;:é:::&]
- Additional beta releases followed with incremental improvements R o messitiogran] - 234 ks
« Several improvements were requested as a result of beta _tocs RN fear Gan Doployment systom._§
testing and conferences presentations S vouretwel 28
- Improved marking performance and appearance
- Automated marking options SECRET
- Usability improvements
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Highlights of Latest Plug

=

Selection

—~ bdd [Package] Powertra
tem Components (5//RD] Py [ — e e

Batmabile Garage System () LR SECRET”
Batmobile System (5 //RD) -

Relations Tools I ablocks
{U) Chi System () £ U) Powertrain Syst
(1) Chassis System () L & ) rain Systc

() Command and Control System ()

w i (/R0 e T
() Powertrain System (5 //RD) e,
De. vy
5 e Bl . . :
g B A
O () Power Unit () . :
= () Powertrain System (5//R0) = [ ds " DOr,
(U} Sensor Systems () 1
(L) Weapon Systems (5) =.. AR
(L)) Batmobile System () B ..
(L)) Batmobile System ()
Gotham City Systemgs

Wayne Manar Systd

Store markings in the background and
e JiSplaly them in custom representation
text and shape renderers

& Active Validation Results
Active Validation Results

= = e R
Element 1 Severity
E-[] Information Security Validation Rules - Active
i--[7 () Batmobile System (5//R0) @ error
-3 (U) Powertrain System | Q error
-3 () System Components (5//RD) Q error
L) (5 RD) Powertrain System () Q error
Optimized validation performance

? Markings Last Modified By: albertjl
i Quick Apply Elernent Markings ...
+H Add Element Marking...
Marking Removal...
-Enter Update Containment Markings
5 Default Element Marking...
Extensive marking options available
through right-click menus
# |~ P[i:;i;y Mame Cab?gury Marking ID
1o B @ Security Classification sC
2 0o ) Top Seret s m
3 |0t ) Secret 3 s
4 .2 ) Confidential c q

Custom profile to model and export

markings database file and establish
user-defined marking options

In Version

bdd [Package] Weapon Systems [ Weapon Sysiems | J

«blocks
(U) Weapon Systems ()
ablocks
Uy mis ( (U) Missile Launcher System (5)

(1) component_weight - mass[kiogram] = 9315 kg (
(5) max_missi_loadout - Integer = 4 (

rsa wblocks

(U] Riot Suppression Gun ()
me ( ablocks

(1) Main Cannon ()

ablocks

Diagram markings implemented with
custom shape renderer

02/09/202105:27:04
User: albertjl
Element ID: _19_0_2_f550345_1555809799795_86797_443827
Element Name: Grapple Claw
Element information security marking changed from U to 5//NF
02/09/202105:27:04
User: albertj1
Element ID: _19_0_2_f&50345_1555809823769_98761_44874
Element Name: gc
Element information security marking changed from U to 5//NF
02/09/202105:27:04
User: albertjl
Element ID: _19_0_2_f550345_1555808039126_827089_43510
Element Name: Weapon Systems

Information security log records

marking changes made in the model

Information Security

8 = of

Information Security

Quick Apply Markings SNF; TS/
Markings Database File U:\MagicDr
Inherit Markings true
Auto Containment Marking true
Auto Diagram Marking true

Additional Information Security Attributes

Project options to automate the
application of markings and banner
labels

* Open Informatien Security Leg
» Export Project Element Markings |

Import Project Elernent Markings
About

OO0 [FACRAYE] TWEAPUIT SYSIEMS [ WeapoT systen

4G SECRE

Export/import functions to back up

element markings
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Plugin Capabilities

Element Marking

» Version 0.1 Beta used the element name field to capture portion and containment markings
- Not all element types have names
- May not want to modify the name of an element just to include information security markings

» In version 1.0.1, markings are now stored in the background as an invisible project option
- Works for all element types
- No need to modify any element properties
- Modifiable through menu actions
- Made visible through custom representation text and shape renderers

« Additional marking capabilities
- Quick marking application
- Default marking for new elements
- Marking removal

Version 0.1 Beta Version 1.0.0
«blocks i =] ablocks !
U_Grapple Claw_S UGratpte Claw0_ | 0k ’
- — atinbures 1 1 - . .
T 2)(1) effective_range : distance]metre] = Informatien Security * Markings Last Modified By: albertj1

s_effective_range : distance[metre] = 2.2 m 1%! k" SESIR T e Quick Apply Element Markings ... >

u_component_weight : mass[kilogram] = 23.4 ko sblocks & History Ctrl+H Add Element Marking... > Security Classification > | T

" () Tear Gas Deployment Systen (& Cgntent History Marking Remaoval... * Atomic Energy Act > 5
(5) spread_radius :erIEIl:I;Ei‘I::‘:[;EtI'E] =157 Symbol Properties Alt+Enter Update Containment Markings Dissemination Contral ¥ c
(5) tank_size : volumeflitre] = 2.5 1 () Element Group > Default Element Marking... > Mon-Intelligence Community > cul

Create Diagram u
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Plugin Capabilities

Diagram Banner Labels ad Fackase] ieapon Sysiems [ Weapan Sysizms 1
SECRET
« Banner labels automatically applied to diagrams, I ms (00
based on diagram portion marking
U mis | (CUN Missile Launcher System (5
« Version 0.1 Beta used text boxes on diagram to B s ressiwoone - .51
apply labels 01128 O ot Suppression Gun 0
- Text box content and position were modifiable by the user cn oo [
- Issues with updating banner labels when other text boxes e
were on the diagram (CUl va ( (CUD Vuican Gun ()

alinbuies
(S} rate_of_fire : rate = 5250.0 times per minute [}
(5} muzzle_wvelocity : velocity[metre per second] = 1142.0 miz ()

* Version 1.0.1 uses a custom diagram shape () eifeci.range - detancainete] |
renderer to apply banner labels ot () Grapple Claw
- Not modifiable by the user without changing diagram {U) component, weight - mess{idogran] = 25.4 kg
markings biocks
i i i . (U} tgds () [U) Tear Gas Deployment System (S)
- Labels appear on all diagrams (with exceptions of diagrams I e el = 150
(5) tank_size : volumeflitre] = 2.511()

like tables and relationship maps)

- Labels appear in diagrams exported from the model, such
as in reports generated from the Report Wizard SECRET
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Plugin Capabilities
Specifying Available Markings gm

<markingCategories>
<markingCategory id="SC">
<name>Security Classification</name>
- </markingCategory>

* Available markings are specified in the Markings Database i WSRGCETeIOIy LAY
XML flle [_i </markingCategory>

<markingCategory id="DC"=>
<name>Dissemination Control</name>

» Database file includes rules that enforce marking patterns ; </mazkingcategory>

= <markingCategory id="NIC">

and form attl ng <name>Non-Intelligence Community</name>
- </markingCategory>

- </markingCategories>

* Project option is used for specifying the location of the P merkings>

. <marking id="TS" category="5SC">

database flle <bannerMarkingFull>TOP SECRET</bannerMarkingFull>
<bannerMarkingShort>TOP SECRET</bannerMarkingShortc>
<portionMarking>TS</portionMarking>

A profile (with included report template) is provided for <dontUseInSufrix>Talsec/dontUseInsut ix>

= <overmarks>

modeling a marking database and exporting the XML file <overmark>$</overnari>

<overmark>C</overmark>

e e = e WU o m o =, v, = m T,

Marking | Marking | Marking
# |a P[i:;i;y Name Catelgory Marking ID Banner Marking Full Banner Marking Short :'I(;rriljc:g E;:HSLL;;: Overmarks Incompatible With [;_:{oelgr GE:I:r: %Tllg
Value Value Value

1o B § Security Classification 5C

() 0.1 Secret .

] ;. JFullz
2 oo () Top Secret s TOP SECRET TOP SECRET 5 [ false % E:i E:Z:ZZ;Z:' 255 2 NaShorts

@ 0.3 Controlled Und:

@ 0.2 Confidential
3 01 ) Secret s SECRET SECRET 5 [Jfalse | 0.4 Undassified 255 0 0

@ 0.3 Controlled Und:
4 2 () Confidential c CONFIDENTIAL CONFIDENTIAL c [ false © 0.4Undassifed 0 0 205

'@ 0.3 Controlled Und:
5 0.3 @ Controlled Undassified Information CLI CLUI CUI CUI [] false '@ 0.4 Undassified &0 7 88
& 0.4 @ Undlassified U UMCLASSIFIED UNCLASSIFIED u true 0 205 0
7 B @ Atomic Energy Act AEA
g |20 @ Restricted Data RD RESTRICTED DATA RESTRICTED DATA RD [] false 0 ] 0 HarkingFull>
3 2.1 1) Farmerlv Restricted Nata FRN FORMFR| Y RESTRTCTEN NATA FORMFRI Y RESTRICTFN NATA [FRD 1 false n n n rMarkingShort>
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Plugin Capabilities

Access to Element Marking Information

 |In addition to visual display of element markings, marking data can be accessed through
two additional means:
- Derived properties provided in Element meta class customization in the validation rule model

Grapple Claw @

Bz A B oz B ac Properties: | Al e
Healized Intertace
Element Server ID 937d258f-ad4e-4aac-adcb-b 15075h5edd 3

Element Containment Marking 5

~

Element Marking 0] W

- Plugin API

Script Edit Remove

Language:

Groovy

Body:

Scriptifargl)

1 import edu.jhuapl.mdplugin.infosec.markingmanagement.MarkedTextCreator
2

3 MarkedTextCreator.getElementPrefixText (argl, false)

UNCLASSIFIED. THIS PRESENTATION CONTAINS NO CLASSIFIED MATERIAL. ALL CLASSIFICATION MARKINGS ARE FOR EXAMPLE ONLY.

© 2021 The Johns Hopkins University Applied

Physics Laboratory LLC. All Rights Reserved. N A 10



Plugin Capabilities

Marking Verification

Validation rules are provided to verify some marking aspects
- Corrective actions are included

Containment marking verification

- Verify that an element’s containment marking is consistent with the strictest portion markings of all of its child
elements, recursively

Diagram marking verification
- Verify that a diagram’s portion marking (and banner labels) are consistent with the strictest portion markings of all
of the elements depicted in the diagram
Usage element marking verification

- Verify that an element of usage (part property, call behavior action, etc.) has a portion marking that is consistent
with the marking of its element of definition (type, activity, etc.)

- Only active when the “Inherit Markings” project option is enabled

Active Validation Results

B R-2F-0 BRXE

Element 1 Severity Abbreviation Message
= El Information Security Validation Rules - Active
""" @ () Close Quarters Effectiveness Analysis () a error I5_DMy This diagram's marking for Security Classification is not suffident for the elements that the diagram has. Flease review the diagram and its sub-elements for the correct marking.
----- Q () Weapon Systems () a error I5_CMv This element's containment marking for Security Classification is not suffident for the elements it contains. Please review the element and its sub-elements for the correct marking.
M (U) Weapon Systems () ® _error IS CMV is element's rontainment marking for Security Classification is not suffident for the elements it contains. Please review the element and its sub-elements for the correct marking.
L-[H (15) : Grapple Claw () Update Containment Markings arking for Security Classification is over-specified for its element(s) of definition. Please review the element and its element(s) of definition for the correct marking.
lanore for Me |
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Plugin Capabilities

Automation Options

Several project options available to automate the application of information security markings

Inherit Markings

- Elements of usage (types elements, call behavior actions, etc.) inherit prefix markings from their elements of
definition (types, activities, etc.)

Auto Containment Marking
- Element containment markings will automatically update as child element prefix markings change

Auto Diagram Marking
- Diagram prefix markings update as prefix markings of elements in the diagram change
- Does not currently work for certain diagram types like tables and relationship maps

N OTE . En ab I | n g Q Type here to filter options Information Security
' . - A General w | [ B A = oX
automated options N fvall 5 Information Security
. . _ Quick Apply Markings SIMNF; T5fNF
WI | | n eg at I Ve I y % Ezgzipdz:;dzlllﬂnegdcer Markings Database File U:\MagicDraw Plugin DevelopmentiInfoSec Plugin'Beta 0...
Im P act app lication -~ [ Diagrams Inherit Markings rue
- [# Element References Auto Containment Marking true
p e rfo rmance - [ General Auto Diagram Marking true
S Gl formation Security Additional Information Security Attributes
e RA | mnend Adarminn
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Case Study Example

Batmobile
Development
Program
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ems Modeler 19.0 - Batmobile System Model [trunk] #34 [FPSMBSE] ed by User: albertj1] Available Offline
File Edit View Layout Diagrams Options Tools Analyze Collaborate Window Help x
ODEE-OG & - - - 45 "By - - [ Create Diagram
% Containment %g Struch.lrel §€| Diagrams | '@ Lock View | @ Weapon Systems X Close Quarters Effective... | 1+ 8
i (e B B (ol n’zh - - - - o - - - :Q
HE F9wa £~ lselection =
! B~ @y (U) gc = grapple daw sn14 ) % B EE . bdd [Package] Weapon Systems [ Weapon Systems ])
{1U) rsg = riot suppression gun sni [ A
: (& () tods = tear gas deploymentsnl ) Tols SE C RET
-- = (U} weapeon system assembly 2 : Weapon Systems {CUI) ,& % Z T
= (U} weapon system assembly 3 : Weapon Systems {CUI) [ Common
B[ () Variants (5) == ) wblocks
-|£] (5) Weapon Systems & Block Definiton Di... (U) Weapon Systems (CUI)
-] (CUI) Main Cannon ) [ Package
| ) Missile Launcher System (5) = Block
=-E Vulcan Gun (5) (by albertj1) ablocks
i ) rate_of fire : rate = 5250.0 times per minute () E mnterface Block (CUl) mis () [CUI} Mis s ile Launcher System (5]
) muzzle_velodity : velodity[metre per second] = 1142.0 m/s [ [ constraint Block attributes
(U) effective_range : distance[metre] 9 Value T (U) component_w eight : mass([kilogram] =93.15 kg ()
E-E () Grapple daw () pe (S) max_ mssie _loadout : Integer =4 ()
-5 () Riot Suppression Gun () [H Enumeration [
- 5 () Tear Gas Deployment System (5} signal (U) rsg () «bloc ks
B[ (U) Weapon Systems (CUT) (U) Riot Suppression Gun ()
@ (C) Batmobile System [} B TeE
®- = (C) Batmobile System () TFl Proxy Port - (cun me () ablocks
&[] (1) Gotham City Systems ( , link ——/(CUI) Main Cannon ()
-0 (1) Wayne Manor Systems (C) iy .
@ (5//RD) System Companents () 5 Assodation Block e
-[E2] (L) READ ME FIRST () /" Directed Asso... » N
.. (U) CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ... () v y (CUnve () R Guni{3)
- 5 " Directed Agar... ~ aftributes
" Directed Com... + (5] rate_of _fire : rate =5250.0 times per minute ()
% zoom | B Documentation | [ Properties| [ Change Sets a ) (S) muzzle_velocity : velocity[metre per second] = 1142.0 ms ()
4 Generalization (U) effective_range : distance[metre] ()
Zoom N =
= T -1 Ttem Flow
- whlocks
{U) ge () (U) Grapple Claw ()
aftribufes
(L) effective_range : distance[metre] =16.8 m ()
(U) component_w eight : mass[klogram] =234 kg ()
«blocks
(U) tgds () (U) Tear Gas Deployment System (5)
atiributes
(S) spread_radius : radius[metre] = 1.5 m()
(S) tank_size : volume[litre] =2.51()
SECRET
o SECRET
v
< >
27 Logged in as alberyj1 [FPSMBSE1:3579] & I & 120% | @, & G
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X Cameo Systems Modeler 19.0 - Batmobile System Model [trunk] #34 [FPSMBSE1:3579 Saved by User: albertj1] Available Offline

File Edit View Layout Diagrams Options Tools Analyze Collaborate Window Help x

ODEE-LB & - = - 45 By - - [3 Create Diagram

B Containment | Bg Structure | £ Diagrams | F8) Lock View | | £ Weapon Systems x| [Bf| Close Quarters Effective. .. | 4 b8
—— 5 & x BB 00O d -k - - < #-B-8-:Q
oz ¥ Q % -
i Selection ~
[ (1) Weapon Systems (5) s i_i;ii 5 bdd [Fackage] Weapon Systems [ Weapon Systems ]J
f Relations =
B-[] (1) Instances (5) Logs SECRET
= =1 (1) weapon system assembly 1: Weapon Systems (CUI) ,& % z H)
& (CUT) mc = main cannon sn1 () i
&y (CUT) mls = missile launcher sn34 ) — «blocks
EI@, (CUI) vg = vulcan gun snl () | Block Definition Di... (U) Weapon Systems (CUI)
i B+ (CUD) vulean gun snl: Vulcan Gun (5) [ package
i (8 (5) muzzle_velodty = 1142.0 m/s ) D Block
e (B (5) rate_of_fire = 5250.0 times per minute () «blocks
B @ (1) gc = grapple daw sn14 () B3 tnterface Block (CUl) mis () (CUI) Miss ile Launcher System (S)
(& (L) rsg = riot suppression gun sn1 () = constraint Block attributes
- @ (U) tads = tear gas deployment sn1 () [ Value Type (U) component_w eight : mass[liogram] = 93.15 kg ()
[ = () weapon system assembly 2 : Weapon Systems (CUI) (S) max_mssile_loadout - Integer =4 ()
- = () weapon system assembly 3 @ Weapon Systems (CUT) [E Enumeration
[]---% (U] Variants (5) Signal (U)rsg () whlocks
|| (5) Weapon Systems () (U) Riot Suppression Gun ()
B (cur) Main Cannon () = TR
E-I=] (CUD) Missle Launcher System (3) T8I Proxy Port & (cUl) me () «blockn
- (CuD) Vudcan Gun () / Link ———{|CUI) Main Cannon ()
(5) rate_of_fire : rate = 5250.0 times per minute (J i L
(5) muzzle_velodity : velocity[metre per second] = 1142.0 m/s () 3 Assodation Block «blocks
L M (U) effective_range : distance[metre] () /" Directed Asso... ~ (Ul - (CUI) Vulcan Gun (S)
B~ () Grapple Claw 0 v d Al 2R,
- 5 " Directed Aggr... - ) atiributes y
. Directed Com... = (3] rate_of _fire : rate =5250.0 fimes per minute ()
= Zoom | [ Documentation ‘ Properﬁes| [igh Change Sais‘ B __ (S) muzzle_velocity v elocity[metre per second] =1142.0 mvs () I/\\,
4" Generalization (U] effective_range : distance[metre] ()
Zoom a 8 X ‘ -
- - 2, Ttem Flow
- wblocks
(U) ge () (U} Grapple Claw ()
attribufes
(L) effective_range : distance[metre] =16.8 m ()
(U} component_w eight : mass[klogram] =234 kg ()
«blocks
(U) tgds () (U) Tear Gas Deployment System (5)
attributes
(S) spread_radius : radius[metre] = 1.5 m()
(S) tank_size : volume[lire] =2.51()
SECRET
o SECRET
v
£ >
£F Logged in as albery1 [FPSMBSEL:3579] =3 I & 120% ~ B @ GF
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Future Development

Improve performance, update capabilities, and fix bugs

 Leverage feedback from 1.0.1 release
* Interested in plugin performance for large models
» [dentify new feature and capability requests

Verify element portion markings

—|(1J) Main Cannon ()

* Integrate a machine readable digital classification guide

* Infer element classification based on it its properties and context within the model

* Notify the user when element portion markings may be in conflict with classification guidance
 Currently in development

Establish a digital information security marking standard

» Work with relevant stakeholders in DoD and beyond
 Support information security in digital engineering (more than just MagicDraw models)
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Version 1.0.1 Now Available!

» Currently available to government organizations
- Provided under Distribution Statement D government purpose rights
- Can be distributed by DoD organizations to other organizations as long as they are using the plugin only
for DoD work
- APL is working on method of plugin distribution and licensing for non-DoD uses

* Plugin package includes:
_ Plugin JAR file IS’ Information Security Plugin - About - X
- Example markings database XML file
- Information Security Validation Profile
- Information Security Marking Schema Profile

- Information Security Marking Schema
Example Model

- User manual

Information Security Plugin for MagicDraw
Version 1.0.1

© 2021 The Johns Hopkins University Applied
Physics Laboratory LLC. All Rights Reserved.

« Install via MagicDraw Resource/Plugin
Manager

« Contact me for access to the plugin
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Questions?

Tom Alberi
Tom.Alberi@jhuapl.edu
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