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The Challenge

The Challenge

Key Engineering Cyber/Program Protection Initiatives
Problem: Cyber threats are outpacing weapon system

designs for safe, effective, resilient, secure operations; lack Secure cyber resilient engineering primer and standards
engineering bench for secure cyber resilient engineering
design decisions

i Poli I / . ts derivati Safeguarding unclassified controlled technical information
olicy compliance / requirements derivation implementation

Influence EO 14028 Enhancing Software Supply Chain Security

Cyber risk aversion / technical implication Enhance software supply chain security, including through the
Joint Federated Assurance Center

Legacy system compatibility

Provide tools to tailor technology and program protection

The Portfolio ) ) planning for technical workforce
Strategic and Tactical

Legislation: Inform cybersecurity/supply chain actions Creation of Secure Cyber Resilient Engineering Credential

Regulation: Influence outcomes to reduce burden Program / updates to program protection courseware at DAU

Policy: Enable tailoring to support warfighter needs Risk Legislation PARTNERS
G Industry Expand safeguarding requirements for critical programs
Procedures: Inclusive of engineering requirements Interagency
Workforce Regulation International

Guidance: Expand S&T manager and engineer 0SD Stakeholders

knowledge Military Services
Workforce: Grow engineering cyber expertise Guidance PEO

PM
Risk Assessment: Refine technical assessment
approaches

Ideal End State

a Knowledgeable engineering bench o Tailored to operational needs with clear, concise implications
a Measurable test outcomes e Reduced burdensome compliance activities

e Informed technical design decisions across levels of application e Innovative mitigations for fielded systems
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Deputy Director

Strategic Technology Protection & Exploitation (STP&E)

Dr. Robert Irie

D, Maintaining
Technology Advantage
Dr. Jesse Appler

Maintain Leadership in Critical
Technology Modernization Areas

Implement new procedures for

Technology Area Protection

Update DoD and Government-wide

procedures to strengthen U.S. research

enterprise

Mitigate exploitation in academia, labs,

FFRDCs, and UARCs

Focus security, counterintelligence, and

law enforcement actions to deter

adversaries

D, Resilient Systems
Ms. Melinda Reed

Foster Assured Resilient Missions,
Systems and Components

* Set the technical and policy
direction for technology and
program protection

* Grow DoD capability/capacity to
evaluate and mitigate software
component vulnerabilities

* Establish secure cyber resilient
weapons, engineering methods
and workforce competency

Mr. Robert Gold

D, Technology and .
Manufacturing Industrial Base

Advance Domestic Innovation Base

to Deliver Modernization Goals
Assess and monitor emerging
technology, workforce, engineering,
test, & infrastructure base

Facilitate USG mechanisms and tools to
close gaps, foster enabling domestic
technology development and
manufacturing capability, and counter
strategic competitor actions

Manage the OSD Manufacturing
Technology program and
Manufacturing Innovation Institutes

MISSION: Promote and protect technology advantage and counter unwanted technology transfer to ensure
warfighter dominance through superior, assured, secure and resilient systems, and a healthy viable national
security innovation base.
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Resilient Systems Initiatives

ptive Acquisition Framework
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Protect fielded systems
Enhance protection for
critical programs and
technologies

= Machine Lean
Artificial Intellipence

. Manage risk of adversarial exploitation and
: compromise beginning with early S&T and
continues through the Acquisition lifecycle

S&T Protection
Technologv ~ -ea Protection Pla

Ability to deliver required capability in a secure
manner under the presence of adverse conditions
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Program Protection

S&T and Acquisition Activities

Technology Protection Planning

* Informs S&T protections
Y,
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CUI//LIMITED DISSEMINATION CONTROL

cuSafequard information \ - Ideifies broad techrology elements (@ protect
+ Control DoD-sponsored “"2’""” Mﬁ;ﬂ?t{:gﬁg‘ ightes - -
[ “ara copabiiesin
T Em rogram rrotection rFiannin
+ Design for securty and cyber \Pian(T2PF) ) communcatuby saaholdergrups o
resiliency N Lt

+ Protect the system against L
eyber attacks from enabling
and supporting systems.

Management 0ol 10 guide proecton actves
[ s for S4T Investmeats at Do Companer.level
| Protection | . implmentiskcbased prtsction measures to

systems \ Plan ) roduce compronisaorioss o ompatir
. forcrtical A
programs and technologies —
L - Operational Needs
/Frogan Y . aston e s COCOMS i T d I i
Protocton | sy gty s e . IPLS - Parformance Criteria - Trusted supplier requirements

n " _ - Informed by TAPP and SST Protection Plans
Manage risk of adversarial exploitation and

compromise beginning with early S&T and ] oo saT @ucget Actvties 61 -64)
continues through the Acquisition lifecycle 1B b RoTaE Programs (Busout Actes ¢4}

- Acquisition regulations (Security, Safeguarding
Contralled Technical Infermation, §
- Foreignilnternational E_ngaqqmtm

« S&TIPLs = Operational Threats

Eregran Frowectioe Flan
Cartline & Guidaeer

i
ey

= Inco-rpm‘:Foﬂ into technical baselines
- 55E entry and exit criteria in SE tech reviews

- 55E as a design consideration
Threats - Technical risks and mitigation plans
* Provides mechanism to - Intel

= Data needed to ascertain cybersecurity
requirements are met

- Cooperative Vulnerability Assesaments

- Adversarial Assessments

maintain and transition - Security
implemented protections
applied in S&T

Jul 2011

=

+ Security Classification Guide | LCSP = :::‘ﬂ:ﬂn:::': life eyele protection activities for
° |nf0rmS Secu re Cyber + Counterintelligence Suppart Plan LY - Lists critical components that require attention
ope . . + Criticality Analysis g
Resilient Engineering - Anti-Tamper Plan (If Applicable) #

Design trade off decisions = _Cybwrascuriiy Siratep)
Program Protection Planning in the Operations of the Adaptive Acquisition Framework
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DoDI 5000.83:
Policy, Guidance, Transformation

PPP
Review and
Template v2 Approval
(2011) (Planned update Process
2022)
USD(R&E) Assessments
OPR:USD(R&E)/RS .
)| for program protection
7| and cyber technical risks
DoDI 5000.83: OPR: >
USD(R&E)/RS (2020) < - e
T&PP S S&T \ : =
: ~| Protection - ‘... e
. Guidebook &| _ Plan i \Hl..l ST
: . = Outline and : - \..... . A
DAG Chap 9 Planned  +"F| Guidance i ,.:|‘=.=. = ,
(2017) Update: S — ‘}!:E N
Secure o ] ]
Guidance for OPR:USD(R&E)/RS Cyber gzcs “ITRA on sys.ten] designs and interfaces
Resilient = for adversarial risks, program
DoDI 5000.02 Guidance for S&T E“g"_‘ee""g %] protection, and cyber vulnerabilities;
Enclosure 13 Managers and ittt | I results inform technical baselines and
OPR:USD(R&E)/RS Engineers % risk management activities.”
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DoDI 5200.44:

Trusted Systems and Networks

* Implements the DoD’s Trusted Systems and
Networks (TSN) strategy
Department of Defense
INSTRUCTION
o * Manage risk of mission-critical function and
e e component compromise throughout lifecycle
e L e of key systems by utilizing:
N - Criticality Analysis as the systems engineering
I ——— process for risk identification
P v i =y NP, - Countermeasures: Supply chain risk
e e s A management, software assurance, secure design
(Rgb melEn]l]am‘td;eg:g ?\;ﬂﬂﬁﬁmﬂmﬁhﬁ&ﬁhﬂg&dﬂmsm patterns
e e Sapycs i - Intelligence analysis to inform program
‘manazement (SCRM), security, counterimseLligence, intelliz=nce, cybersecurity, hardware and g y p g
e el e management
e - Codify trusted supplier requirement for DoD-
e unique application-specific integrated circuits
e L e (ASICs)
Special Publication 800-151 (Raferenca (k)
Tl * Document planning and accomplishments in
program protection and information

assurance activities

Draft update incorporates procedures to implement information communication
technology (ICT) exclusion authorities, and quantitative assurance approach
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Executive Order (EO) 14028

Improving the Nation’s Cybersecurity
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Partnerships with
DHS and NIST

Section 4. Enhancing Software Supply Chain Security

Sec. 4(n). Within 1 year of the date of this order, the
Secretary of Homeland Security, in consultation with the
Secretary of Defense, the Attorney General, the Director of
OMB, and the Administrator of the Office of Electronic
Government within OMB, shall recommend to the FAR
Council contract language requiring suppliers of software
available for purchase by agencies to comply with, and attest
to complying with, any requirements issued pursuant to
subsections (qg) through (k) of this section.

Resources published by NIST and others will serve as a
starting point for assignments under the EO

- Security Measures for “EO-Critical Software” use under EO 14028
- Guidance/practices to enhance software supply chain security
- The Minimum Elements For a Software Bill of Materials (SBOM)

- Revision to NIST SP 800-161, Supply Chain Risk Management
Practices for Federal Information Systems and Organizations;
public comments due December 3, 2021
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DoDD 5200.47E:

Anti-Tamper/Defense Exportability Features
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USD(R&E) is the PSA

for Anti-Tamper

SECAF is the DoD D LUD T —
Executive Agent for

Anti-Tamper

Partnership with Programs

OUSD(A&S)
International
Cooperation

Acquisition Security Data Base (ASDB) Purpose @

Lkilizes database for Harizontal [dentification
Enters Data (CPI and Contact Info}
Ensures Data Integrity

Supports Cl Investigations
PPP and AT Approval

anflguratlon Control Board [CCB

Draft update clarifies critical
program information as

technology advantage
elements

Horizontal Protection

CP| |dentification

Guide

OQJ/CLC

LO/CLO Organic Inherited
Guidance

Dol Policy/Guidance

Acquisition Security
Database (ASDB)

Design {Maturity, Tech Refrezh)

E

. Description, Status

Reviews
la.smil.mil/ASDS)

ection Analysis of CP1

CPI Protection Measures i

tection Obsolescence

Other Program
Protection

Anti-Tamper

CPl Compromise

Change in Threats

Protections

Measusres

CPI/AT Monitoring

Guide

Operational Environment
I
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Secure Cyber Resilient Engineering

Background Weapon Systems Characteristics

. A secure and cyber
Goal: Improve resiliency of p! system igns to cyber attack* ':::'":":f . onfuraton S Moses Tnstons | y
Ontminc, o, e, st m .

v Action: Develop a new enclosure to DoD Instruction 5000.02 Operation of G 7 v, Pp— res,/[ent System 1S one

the Defense Acquisition System* Qi opetis ':;:’-}E_

~ DoDI 5000.02, Enclosure 14 Cybersecurity in the Defense Acquisition System, 26 Jan 2017 = - ) [

« Action: Review system security engi ing design pr and method \% S nsrumetato, el s Endonmentl varenss | that can dellver

and recommend standardization or other approaches to improve EStars ol oo oAl H HH H

cybersecurity of designs* Pt e :'w"::' A Moo reqUIred Capablllty na

—  DASD(SE), in partnership with the Services, Chief Officer (CIO), other have / ey " | ion

identified mutiple activities to improve security of engineering designs. An opportunity exists to collaborate,

mature efforts, and move toward common approaches
Key Objectives:

— secure manner under

‘\ Engineering Methods,
] -
o :

Tooks 7| At Moceing Oependabily, it orPurpose,
- ineering desi o —— = the presence of
« Determine set of engineering design patterns, standards and methods for cyber e v, et Valesin ... Feancman i
resilient weapon systems, addressing both systems in development and LA tand oy | oty — Y
systems in sustainment iz n o 7 s e o T B o adverse CondltlonS
n S e
+ Establish a foundation to grow the engineering practices and strengthen : ;";;:t Provide consistency in:
engineering agility *extract from Better Buying Power 3.0 Implementation Guidance +  Power

Environment

Implementing Cybersecurity into Weapons
System Programs: Summary of Observations

27 A
it NERRTARD bid FoALL Aelens
« PEOs, PMs are reporting that implementation is problematic mm
- Acquisition programs are seeking clear and specific cyber resiliency guidance RFP SOW Ana|ygig Results Sum mary
— Risk Management Framework (RMF) for Information Technology (IT)
governance and compliance schemes don’t possess weapons and tactical chu=51 far P‘rupus H
domain expertise -

gt g g [SELL A ., Qe o
0 ) Engineering Requirements and
« Services and Agencies, PEOs/Programs, and Industry partners are Se{:urity Controls Cumparison
each working to determine cyber resiliency solutions
— No common implementation of rules or principles; Solutions beginning to diverge
« Operational Test community, Red Teams, COCOM exercises
continue to identify vulnerabilities

— Findings in legacy systems indicate that cybersecurity must be designed in, not
tested in, nor patched in

- Develqpmental T&E is shifting left, Engineering needs to lay the foundation for

the shift
Core Recurring Challenges
Design - L o i
Guidelines i ol
| St e 72572016, SR Caso t

[ B ey syhr maliae

1 Tasmr

Addressing Recurring Challenges:
Processes, Standards, Workforce
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Implementation: Engineering Cyber Resilient

Weapon Systems Workshop Series

1 Baseline Understanding 2 Assess Frameworks 3 Chart Path Forward 4 Engineering Methods
1. Requirements derivation is a 1. Definitions, Taxonomy & 1. Establish DAU CRWS CoP; 1. Cyber effects on Technical
challenge area Standards Framework facilitate definitions, taxonomy Performance Measures and
2. Reaquire clarity on Risk 2. Knowledge Repository standards Metrics
Acceptance 3. Consolidated Risk Guide 2. Develop Risk, Issues, & . Examine cyber requirements
3. Assessments should be 4. Assessment Methods Opportunities engineering cyber and SETR criteria
integrated with and driven by 5. Needs Forecasting appendix 3. Leverage System Safety
SE Technical Reviews 6. Industry Outreach 3. Align assessment approaches 4. Identify considerations for
4. Explore S&T opportunities embedded software
\_/— 5. Address Workforce nee 5. Inform RIO based on cyb
6. Industry Outregcb/iS/— effects /—
5 Supply Chain Risk 6: Cybersecurity Engineering 7: Move the Ball, Move the Chain 8: Engineering Design Activities
Management Identify skill sets and Establish roadmap for engineering Identify skill sets and curriculum
1. Integrate supply chain curriculum needs for our standardization of J6 Cyber needs for our current and future
mitigation approaches in current and future engineering Survivability Endorsement engineering workforce
standards, guidance and * workforce - 1. Fundamental challenge is 1. Need Loss Control Objectives
assessment methods 1. Develop a BoK preventing losses 2. Refine Design Materials
2. Consider approach for 2. Establish a cyber 2. Establish a cyber engineering 3. System Analysis of Loss
systems in sustainment engineering competency competency model Guidance
3. Plan for sustainment model W \/_
4. Use available validated Intel 3. Establish a practic
and CI to make risk informed \/
decisions 9a: CYBER Mission Forces » 10: Fill the “Building Code”| Void

Collaboration Forum 9: Technical Exchange Planning for integration of CYBER Establish roadmap for secure cyber

with Government Virtual sharing of ongoing Mission Forces capability resilient gng!neering practice to for
A activities to shape the 1. Mission Level / System Level standardization o
Industry, and Academia A — D Aetanelile issen et 1. Define building code criteria,
that builds upon each 1. Army Practices needed 2. dentify S_ecuret‘,:){?er resilient
2. Air Force Practices 3. CYBERCOM requirements / engineering activities
workshop to address S (et system requirements 3. Inform SCRE Credential |
challenges and lessons Program

— In development

learned

Distribution Statement A: Approved for public release. DOPSR case #22-S-0455 applies. Distribution is unlimited.



Secure Software Supply Chain

Joint Federated Assurance Center

The Joint Federated Assurance Center (JFAC) was established to ensure the security
of software and hardware developed, acquired, maintained, and used by the
Department through the federation of existing DoD software and hardware assurance
resources, expertise, and capabilities.

Federal and Department initiatives are revolutionizing application of software rederated

assurance tools, practices and techniques Qe @ 6
- DevSecOps, ®© o 0
- Zero Trust Architecture O 90 ©©
- DoD Adaptive Acquisition Framework Software Acquisition Pathway G XX

- Executive Order 14028 — Improving the Nation’s Cybersecurity

The JFAC Modernization Strategy for Software Assurance was developed to support
the software assurance initiatives:
- Focus on opportunities to overcome resource limitations to provide capabilities and
expertise directly to DoD programs
- Leverage existing DoD Software Initiatives to modernize JFAC infrastructure and
capabilities
- Transition culture away from the development of capabilities to the federation and
maturation of existing tools and resources

Distribution Statement A: Approved for public release. DOPSR case #22-S-0455 applies. Distribution is unlimited.




Software Assurance Technology Transition
Opportunities

Sources for Proposed S&T Maturation

........

Software D, Cyber External Sources
. o . Service recommendations
Engineering Institute Technology S
6.2 — 6.3 efforts 6.2 — 6.3 efforts Other FFRDCs

JFAC Technical Working Group / DDRE(R&T) Software )
Prioritization and Roadmap Maturation

Opportunity to expand beyond
Assurance Solutions leveraging
JFAC Partners as built ecosystem

' . - Identified as #1 enabler of SW
\ technology transition

Centralized hosting environment

laC for reuse to speed ATO and Standup

Common set of best practices

Continuous

inerizati Mature &Transition
Engagement Containerization to greatest extent ]

]

«  Informs S&T needs [ Existing customer base

*  Engages Industry
*  Enhances SwA toolbox
*  Supports Government decisions

* Identifies transition partners
*  Builds artifact repository

Distribution Statement A: Approved for public release. DOPSR case #22-S-0455 applies. Distribution is unlimited.



Protection of Controlled Technical Information on

Contractor S §tems

Implementation Expert on @
Cybersecurity in the FAR and DFARS

P e o
el undassﬂ‘

\,,ouctml (ed" ,uans

o ‘m;\\o\" in N
| DiB: Nonfederal/Contractor Internal System | | Federal/DaD Information System | -
Heguinammn s from MISTSE BOR1/1 agply Fun beadaral Syabein - Basuiieimems in NG S // -r-f‘,..-
00 53 apply; For Dol Systemn - Reruiraments e
FAR: Chaugs 52,208 1

ERRE LT R LR N T PR LTI e TR )
applies when conbracion
Prodeses oAt
Federal contract |mivemafion

A

« NISTSP 800-171
= DoD Assessment
Methodology

DRSS Classi 252.230-F0a
(o Clovid Computing SRG)
apphy when cloud sendces

g e 90 prodess daka o
thiz Dind's hehal

S Cane FVS-EOAT,
Strabogk fesessment and
Cyharsaruriey Cartfication
el

(e Care for Propzend Rake)

NIST SP 800-172 security

requirements for CTI
el {bsarimt] 0 B . . P
Long standing partnership _M; Opersted Indommation Systam aSSOCIated Wlth Cr|t|ca|
ith CI0 and A&S P Y P T . :
application ofregulation ta e ] Standardized procedures programs and technologies
safeguard controlled L\IDLL-ulh‘.uuul.ﬂ irg Sh applis when to Stl’ategica”y assess
technicel information v prcneidied by il

NIST SP 800-171
implementation

Dol S804

R

Working with NDIA, DTIC and DAU to
develop guidance for S&T managers and
engineers to apply marking and
dissemination statements and safeguard
Controlled Technical Information (CTI)

Distribution Statement A: Approved for public release

. DOPSR case #22-S-0455 applies. Distribution is unlimited.



Workforce Competency

* Defense Acquisition University Program Protection
- ACQ 160*: Program Protection Planning Awareness Credential Program
- ENG 260*: Program Protection for Practitioners In place

*Update required to align with AAF

Curriculum includes: Anti-Tamper, safeguarding CTl in the Defense Industrial Base, information
communications technology supply chain risk management (ICT SCRM), software assurance and hardware
assurance 0

* Defense Acquisition University SCRE

- Draft Secure Cyber Resilient Engineering . conpeani e
competency model approved by EnEineering and Credential Program .
Technical Management (E&TM) Task Force Under Development *~

Tier 5: Position-Speclfic Competencies

[ Secure Cyber-Resilient Engineering and S&T |

Planned to include life cycle protection considerations for engineering secure, resilient, and trustworthy
DoD systems, networks, and communications

* Partnering with NDIA System Security Engineering Committee and DAU
- CTI Tabletop Tutorial
- Hardware Assurance and Microelectronics Quantitative Assurance Tabletop Tutorial

Controlled Technical
Information

Credential Program
Proposal to include methods to identity, apply marking and dissemination statements | future request
to CTI; and to carve out information that is not controlled

Distribution Statement A: Approved for public release. DOPSR case #22-S-0455 applies. Distribution is unlimited.



Resilient Systems End State

* DoDI 5000.83 establishes roles and responsibilities for the S&T
manager and the engineering workforce

— Updates to guidance, standards, education and training are pending to make more
consistent implementation

* Improve the efficiency and effectiveness of weapon systems

engineering practice to deliver, and modernize, systems with the
required capability in a secure manner under the presence of
adverse conditions

* Increase consistency and repeatability of secure cyber resilient
engineering methods and standards

* Improve the communication between government, industry, and
operational stakeholders

Customer-Focused: Outcome-Based

Distribution Statement A: Approved for public release. DOPSR case #22-S-0455 applies. Distribution is unlimited.



Questions
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Weapon Systems Characteristics

D efi n i n g Configurations, States, Modes, Transitions

Th emes Deterministic, Adaptive, Predictive, Intelligent

Characteristics
M I, Automated, Semi-Aut Aut:

Self-sufficient
Strategic or
Tactical Systems

Quality Properties

Real-time, Event-driven, Distributed, Networked, Time-synchronized, Feedback Control Function

‘ Engineering Methods
Constrained [Execution, Size, Weight, Power, Form Factor, Connectivity, Environment]

Confidence . ;
Sensors, Instrumentation, Self awareness, Environmental awareness

Types

Failure tolerant, Fault tolerant

Normal Conditions
Capability, Interoperability, Performance, o
Reliability, Resilience, Safety, Security, Non-malicious
Survivability Adversity Conditions
Maximum Malicious
Reasonable Requirements, Specification
Assurance of
Correctness and

Effectiveness Engineering Methods,

Weapon
Systems

Architecture, Design, Interfaces

Approaches, —_ Rigor
Processes, Tools Lelyas, el Dependability, Fit for Purpose,
Nuclear Surety
5 Fixed Wing Verification, Validation
Air < Certification, Risk
Rotary Wing 5 Acceptance
Land Complexity
Surface R EEmET, Modularit: ili
. . . " ~ y, Composability,
Recognize differences in Platform < subsurface Scalability T Senenens
Space Function Qe
Weight Missil . . .
» g9 =l Provide consistency in:
OM{er Guided/Smart Bomb . MethOdOIOQIES
Environment . ..
Sensor *  Risk Decisions

e Analysis

Weapon Systems Deliver Lethal Force with the Intent to Cause Harm

Distribution Statement A: Approved for public release. DOPSR case #22-S-0455 applies. Distribution is unlimited.




Technology, Program Protection & Cybersecurity

Related Policies

Technology

Key Protection Activities:

* Export Control

* Anti-Tamper

* Defense Exportability Features

* DoD Horizontal Protection Guide
* Acquisition Security Database

Goal: Prevent compromise or loss
of critical technology transfer

* DoDI 5200.39 Critical Program Information
* DoDD 5200.47E Anti-Tamper

Mission Components

Key Protection Activities:

* Software Assurance

* Hardware Assurance

* Supply Chain Risk Management

* Anti-counterfeits

* Joint Federated Assurance
Center

Goal: Protect mission-critical
components (hardware, software)
from malicious exploitation

DoDI 5200.44 Trusted Systems & Networks

PL 113-66 Sec 937 (FY14 NDAA) JFAC

DFARS 239.73 Requirements for information

relating to supply chain risk

10USC 2339a; Requirements for Information

Relating to Supply Chain Risk

* NDAA FY18 Sec 1659. Supply Chain Risk
Management of Critical Missions

* NDAA FY19 Sec 1655, Mitigation of Risks to

National Security Posed by Providers of IT

products and services who have obligations to

foreign governments

Information

Key Protection Activities:

* DoDI 5230.24 Distribution Statements on Technical

* DoDI 5200.48 Controlled Unclassified Information
* DFARS 252.204-7012 Safeguarding covered

* DCMA NIST SP 800-171 Strategic Assessments

* 32CFR 2002: Controlled Unclassified Information
* Secure Cyber Resilient Engineering

* DoDI 8500 series

* Classification

* Information Security

* Cybersecurity Protections and
Technology Solutions

* Joint Acquisition Protection &
Exploitation Cell (JAPEC)

* Damage Assessment
Management

Goal: Safeguard system and
technical data from adversary
collection and disruption

Information

defense information and cyber incident reporting
(includes requirement to implement NIST SP800-
171)

Goal: Ensure warfighter dominance through superior, assured, and resilient systems
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Engineering Requirements and Security Controls

[ Capability

Needs, Priorities, Constraints ]

Stakeholder
Requirements

Comparison

Engineering Requirements

=

Validation
of the Implementation

]

)
System

Requirements
~—

High Level
Design
Requirements

TTTra

Low Level
Design
\_Requirements

a

N

v

A 4

Validation demonstrates
that the implementation
satisfies the stakeholder
requirements.
“Did we build the right
thing?”

Decomposition and
derivation refines
requirements to enable
implementation

Verification demonstrates
that the implementation
satisfies the
design requirements.
“Did we build it right?”

Implementation
of the Design

|4

Verification
of the Implementation

)

Security Controls

Security Controls

Design
dependence and Baseline
independence?

Levels of design
abstraction?

Validation?

Verification?

Tailored Security Control
Security Controls Overlay

]

Traceability?

Validated
baselines?

Approved
Security Controls

A
[ |

| Assessment \[Authorization][ Monitoring ]

Configuration
control?
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Secure Cyber Resilient Engineering Practice

Requirements and Design Maturity

@ Capability Needs and associated
informing resources (e.g., CSE)
r————————==—"=—===== .

FIGURE 1. Example: Specifi

Baseline
a
» Comply with levied 5 |
requirements that E |
affect security % I
o
r

OEM
Specification

Ensure requirements reflect
constraints to minimize the
introduction and persistence of
potentially adverse conditions during
system design and realization

Functional

Z0—0vmo

<—A—=TCcH>=
Allocated

End of DI-SESS-82177

OEM OEM
Specification

Specification

.
Specification

OEM

Spec
CEM
Spec

Allocate requirements
consistent with achievable
security performance that

enables system performance
OEM
Spec ‘

-

OEM
Specification
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Check the source 1o varify that this is the cument version before use.

OEM
Spec
M
ac

OEM
Spec
CEM
Spec OE
T Sp

» Ensure requirements are informed by appropriate
historically-informed defenses against known,
unknown, and unquantified security vulnerability
and adversity induced or enabled by cyberspace

OEM
Spec

Z0—=->»00rr »
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