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e The talks discusses fundamental aspects of ontologies, and how they enable
technologies referred to as semantic web technologies (SWT). This is a key
enabler for realizing the intent of the Digital Engineering Strategy. Given that
tool-to-tool integration is fragile and cannot be sustained, Ontologies allow us
to realize semantically consistent and rich interoperability at the data level.

e Accordingly, Ontologies for digital engineering need to be interoperable to
allow design reasoning across multiple domains (e.g., cyber security,
aeronautics, communications) and to support model “integration” through
“interoperability” across domains and disciplines. The core elements of
ontologies for engineering are often hidden as part of the Digital Engineering
infrastructure, allowing SWT to automate reasoning to help engineers
understand consistency and completeness of their models in the context of
other related models across the domains using their modeling tool of choice.

e The talk closes with an example of a Cyber Ontology Pilot demonstration that
uses SWT to associate potential cyber vulnerabilities with a simple computer
network modeled in System Modeling Language (SysML).

Approved for Public Release
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e What: Ontologies for Engineering

e Why: Ontologies and Semantic Web Technologies are enablers for
DoD Digital Engineering Strategic Goals

e How: Semantic Web Technologies
—Engineering Ontologies are defined using Semantic Web Technologies
—Both are formalized for engineering using software methods and tools

e Case Study for Cyber Ontology Pilot for Vulnerability Detection

Approved for Public Release
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Ontologies for Engineering
" hessarch tontar Concepts and Terms

e What —an ontology is somewhat similar to a database schema

—Ontologies focused on concepts & relationships (knowledge representation)
formalized using OWL (Web Ontology Language)

—Database schema focused on structure of data for storage and querying
—Ontology uses a repository called a triple store

—Data stored as triples, subject-predicate-object in a triple store resulting in a
graph of linked data formalized using RDF (Resource Description Framework)

—SPARQL is a standard query language that is notionally similar to SQL

—Databases and ontologies can be thought about as part of infrastructure
e Why — provides a means to semantically “integrate” models

across different domains using Interoperability

—Tool-to-tool integration is brittle

—Ontologies most often evolve over time

e How - map different types of modeling artifacts to data stored in a
trlple Store rep05|t0ry Approved for Public Release
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YSTEAS ENGINEERING DoD DE Strategy — Discussion Framework
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e DE/MBSE helps refactor and strengthen
implementation of Systems Engineering
principles (Goal 3)

— Represent Structure, Behavior, Interfaces, Operational

Requirements and related interactions Onlljl’:zglr?\re‘s
— Can characterize different levels of
abstraction — Mission, System, Subsystem Mission
where different Threads
types of methods are needed
vP . _ _ System of
e DE requires a formalized system/design ystems

representation that links information in
an Authoritative Source of Truth (Goal 2)

e Semantically linked system/design
information to enable tradespace
analyses and decision making (Goal 1)

Systems

° N eed com p Utatio n an d m eth Od o) I Ogica I g;tsetgrc:gg;:g Egrl?foD"ig;;tal Engineering Strategy to Missions, Systems of
. . . P. Zimmerman, T. Gilbert, J. Dahmann
| nfra structure to access an d visua I 1Zé ONn 22nd Annual NDIA Systems and Mission Engineering Conference

Tampa, FL| 23 October 2019

need-to-know basis (Goal 4)

Approved for Public Release
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e Digital Engineering for Systems Engineering Roadmap:

SYSTEMS ENGINEERING

Goals are Mutually Supportive not Orthogonal

: i Fully Implemented
Automated Fidelity gemantic (3 o RS
' 11’.ool & Dmﬂ: e l;:qhe‘s for DE Rules Digital Engineering

ENGINEERING
STRATEGY

Goal 1:
Model Use
for Decision
Making

Goal 2:
Authoritative
Source of
Truth

Goal 3:
Tech
Innovation

Collaborative Goal 5: RESEARCH ROADMAPS
Environment DE workforce 2019-2020

SERC Capability Maturity and culture

Transitioned
Transition Needed

@ Projects Underway

® Research Needed * https://sercuarc.org/wp-content/uploads/2020/01/ROADMAPS_2.3.pdf i BYSTEMS

5+ ENGINEERING

* RESCARCH CEnTER

Approved for Public Release
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e Person ontology and RDF (data)
—Example of data: Subject — Predicate - Object

e Navy mission use case

Operational

—Mlission objective: continuous surveillance Mission
Outcomes

—System capabilities: UAV and Refueler )
Mission
Threads

System of
ystems

—System focus: refueling subsystem

Systems

e Cyber ontology pilot use case
—Computer network

—Vulnerability analysis using ontology and semantic

Approved for Public Release
Dec. 6, 2021 NDIA Systems and Mission Engineering Conference 9



Basic Concepts of Ontologies and Semantic

SN Hecearoh Contar Technolo g| es
Ontology Data (RDF)
(Classes and Properties) (Referred to as Instances)
If we assert

has-gender

is-a

is-a

Infer using Reasoners
new data as new triples

I
j has-gender I
. -
has-gender : |
Female Person I
! T ! | :
Subject Predicate Object ! Semantic Web Technologies :
I
I
: I
I

Everything is Represented as Linked Data as: Subject - Predicate - Object

Approved for Public Release
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Ontology: Classes and Properties

Gender
is-a i\is—a

Fe

male

Person

N-a

A

has-gender
(gender-of)

(sister-of)

Male
A
has-gender
(gender-of)
is-a
has-sonf(sgn-of
Man
has-father (fath\er-

has-brother (brother-of)

|

has-wife (has-husband)

has-daughter (daughter-of)

other (mother-of)

as-daughter (daughter-of)

has-mother (mother-of)

tather-of (has-father)

brother-of (has-brother)

son-of (has-son)

https://www.researchgate.net/figure/A-graphically-reproduced-segment-of-the-example-Family-ontology_fig13_234059795

Dec. 6, 2021
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Automated Reasoning from Property

nassaren Gonter Constraints Identifies Data Issues
Ontology Data (RDF)
(Property Constraints) (Referred to as Instances)

If we assert

mother-of
Sally

daughter_of

 Mother has 1 or more children
« Daughter has only 1 mother

Semantic Web Technologies
Reasoners
will identify this as not possible
because Jane cannot have two mothers

Approved for Public Release
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Example: Cross Domain Relationships Needed

SYSTEMS ENGINEERING

for System Trades, Analysis and Design

e Valve — Cross-domain Object

Dec. 6, 2021

Mission objective: continuous e Operator Domain
surveillance —Pilot remotely sends message to

Capability Refueling UAV control value
e Communication Domain

—Message sent through network

Systems: UAV and Refueler

e Fire control Domain

—Independent detection to shut off
valve

Mechanical Domain
—Valve connects to Pipe

Electrical Domain e Safety Domain

—Switch opens/closes Value
—Maybe software

13



Bring Data Across Disciplines into Linked Data
" escarch vonter that Complies with Domain Ontology

4) New Data from
Cross-Domain analysis
is propagated back
(round tripped) into
appropriate models

1) Discipline-specific
data extracted
from models
understood/used
by SME

Mission &
System
Model

Data

Domain
Ontology
+
RDF

Mechanical
Model
Data

Electrical
Model
Data

2) Use Queries (SPARQL)
to Find “Missing” Information

3) We use Reasoners
to Infer New Information

Approved for Public Release
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werms e HOW 0 Develop and Interoperable Ontology

Research Center

e Recognize that ontology development relies on software
development skills, conceptual/information modeling

e Develop in OWL (how OWL2)
—Use Ontology Editor such as Protege

e Use an established foundational set of classes
—Like “programming libraries”
—E.g., Basic Formal Ontology (BFO) — referred to as an upper ontology
—May also use extensions of BFO such as the Common Core

e Start from established:

—Data dictionaries and lexicon formalizing “terms” that are “programmed” as
classes

—Taxonomies to understand relationships

—Often aligned with ReferencewArehiitectireese

Dec. 6, 2021 NDIA Systems and Mission Engineering Conference 15



SYSTEMS ENGINEERING
Researc h Center

Cyber Ontology Pilot Case Study

Use Case: transform system model of computer
networks represented in SysML into ontology
“data” that integrates with NAVSEA ontology
(CVAST) to reason about potential vulnerabilities

Approved for Public Release
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lolF Cybersecurity Demo: SysML Profile

SYSTEMS ENGINEERING
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Profile Diagram Cyber Profile [ |5 Profile ]/|

Cyber System added

«stereotype» 4 «stereotype»
[?;:Z;::] L CyberSystem P elackssy
[Class] Activity

Hs&capsulzziiec.i".iréoolean [0..1]

«stereotype»

FileTransfer
[Activity]
«stereotype» «stereofype» «stereotype» «stereotypen «stereotype»
Application Software LaptopComputer Ethernet Cord Magnetometer MagneticModalityFunction
[Class] [Class] [Class] [Class] [Activity]
v v «stereotype»
«stereotype» WiredCommunicationRelayArtifactFunction
- Potential Cyber Vulnerability Holder [Activity]
[Element]
attributes «stereotype»
+vulnerability identified : Boolean =false WiredCommunicationReceptionArtifactFunction
+o be verified by : Roles = undefined [Activity] —
+description : String = -
«Metaclass» «Metaclass»
ConnectorEnd Signal
U «enumeration»
Roles All parts of the Cyber System can
SAE . g
e g Proect Lead potentially have a cyber vulnerability
; ntractor
uses SignatureData Erdorined (marked by these tagged values)
[ConnectorEnd] [Signal]

i
Almost no relations of ontology defined; Default SysML relations sufficient

Approved for Public Release
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cverms e, Cyber Demo SysML Model with Seeded Vulnerability
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bdd [Fackage] Cyber System v1[ Cyber System v1] ) o . 0 .
Cyber System in SysML with its Parts and Behaviors
[ «CyberSystems ‘
Cyber System v1
ciassifier benavior .
£ : . s 3 «signals
«FileTransfersFile Transfer( input : SignatureData ) @] ' g SignatureData
: | Cyber System File Transfer
{
apto ethernetCor magretomete
«LaptopComputers «Ethernet Cordy! «Magnetomaters
Laptop v1 EthemetCord Magnetometer
eLaptopComputers OWNED DERIVIONS
05 = EWindows 7 «MagneticModalityFunctionsMagneticModalityFunction
type = ED ell Latitude E6410 «WiredCommunicationRelayArtifactFunctions WiredCommunicationRelay( input : SignatureData, output : SignatureData )
|
«ApplicationSoftwares I
saftware §9{ty§rg
perating systdm\ / OWNEC DEhaviors oy e
:ObAer‘aﬁngS}stem; «l/apto «WiredCommunicationReceptionArtifactFunctionsWiredCommunicationReception( input : SignatureData ) sterectype used
Windows 7\ Dell La for "bearer
(act [Activity] Ff Transfer[ File Transfer ] /I k
alternat
tagged’ E «allocatex «allocates no custom
magnetometer : Magnetometer software : Software [— 1stereotype for
Cyber System “has participant”, _Ii§
instead allocations
’_&)utput : SignafureData [Jz‘nput: SignatureData
.— — j’"«WiredCommunicationRelayArtifactFunction»" "«WiredCommunicationReceptionArtifac’tFunction» )
: WiredCommunicationRelay J l : WiredCommunicationReception J S T @
%nput : SignatufeData
no custom
stereotype for
no custom “realizes”, instead
ot br called behaviors
“has object”,
instead input iy AR
parameter N s
T (File Transfer Lacking User Authentication)
\ { in input : SignatureData } J

Dec. 6, 2021 NDIA Systerﬁé and Mission Engineering Conference 18



SYSTEMS ENGINEERING Workflow
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1. Cameo / MagicDraw Model(s) synchronized into Model Management
System (MMS) (repository for SysML Models)

lolF* requests the model from MMS (also works with Teamwork Cloud)
lolF parses the model into RDF, maps into its semantic model

lolF looks for the vulnerability with a rule

lolF writes documentation back into MMS

o vk W

Synchronize from MMS into Cameo / Magicdraw

*Interoperability and Integration Framework (lolF) is Semantic Web Technologies
developed under SERC Research A .
pproved for Public Release

Dec. 6, 2021 NDIA Systems and Mission Engineering Conference 19
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lolF Cyber Ontology-Based Use Case used in
Course and Exercise (animated)

Cyber System Model of  Transform
Computer Network
in SysML

g

..........

mmmmmmmm
zzzzzzzz

Compute '

Vulnerability Score

MATLAB

Uses
Tool Proxy &
lolF Service

SysML into
Ontology “data”

Round Trip and
Visualization of
Reasoning Results

@ python’

Interoperability and
Integration Framework (lolF)
supports Loading, Parsing,

Mapping and Querying
of Linked Data across
ontologies (domains)

g

Analysis ‘
associates Visualize Score
Vulnerabilities in Dashboard
with Model :
@, python
VasiNe Triple Store Uses
. “ . " Repository for Tool Proxy &
@ O . D :
oo Linked Data N loIF Service
o from Different - o o
N Ontologies g .
IR O (
Initialized o &/

Dec. 6, 2021
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lolF Cybersecurity Demo: Ontology
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e Ontology data (RDF) is store as triples (Subject Predicate Object)
as a graph in a Triplestore Repository

File Transfer Function

o . . ApplicationSoftware (transfer between Laptop/Computer
Vulnerability (to be identified) and some external device)

Digital Magnet

Ancynaly DetectorSof

LaptopComputer
inheres in inheregfin
Digital Magnetic

Anomaly Detector Lz R .

!.:a.clfoiﬁuthe_n ationFor has participant W WiredCommunication
U
riticalFunction, w0 ne HicTransfer ] 5 "?al Detri:tov  ReceptionArtifactFunc
Anomaly Detectoria realizes realizes v """ tion
Digital Magnetic
Anomaly Deteetor Sig
has participant
PR Ligital Magnet.c
Jigital Magnet Anomaly Detec:or ¢
Anorpaly Detector ct realizes o Jigital Magnetic

EthernetCord bearer of inheres in

Anomaly Detector Sig
inheres in
* SignatureData
Ao, fElMagney Zigital Magnet
MagneticModalityFunct WiredCommunication AuthenticationBypass
ion RelayArtifactFunction
Also consider laptop model, OS, etc. ... This can become \
arbitrarily detailed Potential Attack

Approved for Public Release
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SYSTEMS ENGINEETING lolF Conducts Reasoning to Expand Graph

e Reasoners “generate” more.triples through inference

e Search vulnerabilities defined
in RDF graph (CVAST)

e |olF + Cyber Ontology allows
us to rapidly find such
vulnerable configurations
and update the graph and
synchronize back
into model

Approved for Public Release
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Magicdraw/Cameo Systems Modeler — Data Pushed Back

MagicDraw 19.0 - Cyber Ontology Vulnerability v2.mdzip [C:\Users\bkruse\Documents\Magicdraw Models\Cyber Ontology Vulnerability Example\] - O X

J File Edit View Layout Diagrams Options Tools Analyze Collaborate Window Help MDK MMS X
J = B - O~ X[ - - H Unsynced: 0 |Perspective: |System Engineer v J % - J [3 Create Diagram J

(Containment . Diagrams | Structure | “\" DocGen | & Cyber Systemvi X @ Cyber System v2 ‘ B Profile ‘ 4rB
% Containment g 0r x |%= @A FE T v | B |[100% v B} -2 - % - Q| b -

B g5wQ N

bdd [Package] Cyber System v1[ Cyber System v1 ] )

SysML Model of Cyber System -

«CyberSystem»
1 Cvber System v1 A S 1) Cyber System v1
= ” @ @ «signaly
¥ ' Element Differences - O X |E g SignatureData
Systemv1 File Transfer - J
Attribute Local Value MMS Value + -
"type" “LiteralBoolean” “LiteralBoolean” f
e “id* "_19_0_2_8db028d_1575666137269_983707 4.. "_19_0_2_8db028d_1575666137269_983707 4.. «Magnetometers
< : Magnetometer
; = "mdExtensionslds” owned behaviors
Zoom_ | ;i i ey . sticModaltyFunction
B Doas ownerld ® Slot "_19.0_2_8db028d_1575666137269_.. & Slot "_19.0_2_8db028d_1575666137269_... “tFunctionsWiredCommunicationRelay( input : SignatureData, output : SignaturleData M
Documents "syncElementld" null null I
«ApplicationSoftware»
[JHm "appliedStereotypelnstanceld® null null Software .
Il
- owned behaviors
E I t sendencylds mfactFunctronjf»ﬁr’;d(:ommunicationReception( input : SignatureData ) :ferc::tt;;: i
e m e n Jependencylds® ?f;i;ﬁzf;rm
nuul:cxpl‘eSSiOn" null null
“visibility" “public” null
v
"templateParameterld” null null \ >
(EementV, "typeld” null null l‘
@ Elem "value” false true ‘ B 0 x
=>4 "definingFeatureld” vulnerability identified "_19_0_2_8db028d.. © vulnerability identified “_19_0_2_8db028.. * ‘
Element e Y & |[2079.12.09:75:44:00] INFO] — Start Element Validation Summary —
-6 to be verified by = undefined EQUIVALENT] Slot <> Not... ‘A & |[2019.12.09:13:44:00] [INFO] 0 elements are missing in client.
-6 to be verified by = undefined (OT EQUIVALENT] Slot <> Not... '\ |[2019.12.09:13:44:00] [INFO] 0 elements are missing on MMS.
@ wpe szo CA27 Al 6 o [NOT EQUIVALENT] Slot <> Not... +([2019.12.09::112:44:00] [INFO] 43 elements are not equivalent between clientand M . . .
R S 2 N e e ETRE e £ 1129134 0] NFO] — End Element Valiation Summary Validation Results:
® vulnerability identified = ﬁlse [NOT EQUIVALENT] Slot <> Not... F? \ 1
© wiraity et = e 8o Dormmammiac o2 Not equivalent elements btw. MMS and here
i@ vulnerability identified = false Qer. [NOT EQUIVALENT] Slot <> Not... v
43 Errors |

Qg Logged in as benjaminkruse [ime.sercuarc.org:3579]
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Summary and How Ontologies and Semantic

Technologies Enable DE Infrastructure

Approved for Public Release
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Generalization for Mapping for Using Ontologies to

S AR EIING support Interoperability vs. Tool-to-tool Integration
Taxonomies Schemas
Data Dictionaries Reference
& Lexicon \ / Architectures

Conceptualization
Problem/Solution

‘/, -
Ontology Editor Modeling Application
(e.g., Protégé) Tool Models _‘
T ‘\_\\\ I TVTOTCTS
Transform to RDF Data Eliminate
| / Tool-to-tool
Synchronize Back integration
OWL as XML .
Triple Store Query/Transform Analysis
(Repository) (e.g., SPARQL) Tool

A

Analysis Results
(e.g., meta data)

Approved for Public Release
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e aene  EXample Reference Architecture “Full Stack”
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’_\
Digital

Ontologies

bad [Package) Artilery System Case Study [ Designing System |J

o

‘opmt:uag Used
Tools:

«Entity» f
Artillery System Case Study - Use Casas L a3

(redefines modeling 100l
|profiie based upan 1

) |
Skyzer IM90 - DocGen A y
Protegé

ProjectProfile  View point Overvisw

Example nheritance
refation representing
extension of reference

Digital
Signoff

s,

Projpct usage Model Types
[ sy=ML Mis sion Madel

[ sy=ML System Madel

[ sy=ML Project Mgmt

[ simulastion Mode)

Ontology

[ sysML Reference Madel & Lbrary
Wl TookSoftw are

n 7
architeciure N - a/w]{cl usage

Vs

Artillery Mission ua.da} 7 projegt

{MMS URL = "http-//155.246.39.33:8081/}

| projectusage ,

Artillery System Model

e - ‘ OpenMBEE
B .

Ry Observer System Model

|
| |
| |
Vietnam Era Artlllery Syatem Mod | |
| aEntity» K- rodeing tool | k
Counter-battery RADAR pamgrelac W it
| |
| |

Fequired input

- Co-simulating of Physics-Based models

: 4 I I '
| PP ORI, L RS - |
_\ulop:l usage| | =
| | model reposiory
| projct usage | |
| -
I ] : rmeckeze _ MagICd raW/
P e N Artillery Simulation Model
. . . : Cameo
+Entitys «Entity» 1 integrated with
| Shell Simulation Mode| Artillery Simulation Mods! | | |
! ated with | |
| | |
¥ _ . Lo
aEntity» «Entity»
ANSYS CFD & FE Projsctiie Model & DOF § ModsICantsr Artillery Model | |
parts _ properties | |
: CFD Response Surface :MDAO and VAV with Limited Data |
U n it 3 D = Structured Mesh |
y properties | |
o

- Optimal Mes hing integrated with
st s s s o HUITRQUUIRIWIG ooy ngungrngnageagend |
: : 3 PR
{redefines madeling toffedefines modeling tool) {redefines modeling toal) bl oG b Ategratdd w
: madeing ool }0.* madeling toal [0..* 3 |
@ modeing tool [0..

--ANSYS. _____ Mattab/Simulfiie - - - ‘\ ------------- L

B e | ModelCenter
Distribution Statcment A: Approved for public release.
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SYSTEMS ENGINEERING P ri ma ry Ta keawa ys

Researc h Center

e This approach has been readily adapted to other Application
Domains

e We are looking for opportunities to scale this to a Program of
Record to understand any impedance factors to full scale
transition

e We plan to have follow on briefings on other Use Cases and
additional deep dives into the enabling technologies and concepts

Approved for Public Release
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Thank youl!

Dr. Mark Blackburn

Senior Research Scientist

Principal Investigator

Member of SERC Research Council
Member of OpenMBEE Leadership Team
School of Systems & Enterprises
Systems Engineering Research Center
Stevens Institute of Technology
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