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Engineering Cyber Resilient Weapon Systems Goal:  
Improve resiliency of weapons system designs to cyber attack
Objectives:

– Determine set of engineering design patterns, standards and methods for cyber 
resilient weapon systems, addressing both systems in development and systems in 
sustainment 

– Establish a foundation to grow the engineering practices and strengthen engineering 
agility

Background DoD Cyber Strategy

Innovate to foster agility: 
The Department must innovate to keep pace with rapidly evolving threats 
and technologies in cyberspace. We will accept and manage operational and 
programmatic risk in a deliberate manner that moves from a “zero defect” 
culture to one that fosters agility and innovation because success in this 
domain requires the Department to innovate faster than our strategic 
competitors.
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Background: Design for Cyber Threat Environments

§ Allocate cybersecurity and related system security requirements to the system 
architecture; design and assess for vulnerabilities. 

§ The system architecture and design will address, at a minimum, how the 
system:
– Manages access to and use of the system and system resources
– Is structured to protect and preserve system functions or resources, (e.g., through 

segmentation, separation, isolation, or partitioning)
– Is configured to minimize exposure of vulnerabilities that could impact the mission, 

including through techniques such as design choice, component choice, security 
technical implementation guides and patch management in the development 
environment (including integration and T&E), in production and throughout sustainment.

– Monitors, detects, and responds to security anomalies. 
– Maintains priority system functions under adverse conditions; and
– Interfaces with DoD Information Network (DoDIN) or other external security services

Design Considerations to Mitigate Cybersecurity Implications to the System
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Protection Activities
for Contested Cyberspace Environments

What: A capability element that 
contributes to the warfighters’ 
technical advantage (Critical 
Program Information (CPI))

Key Protection Activity: 
• Anti-Tamper
• Defense Exportability Features
• CPI Protection List
• Acquisition Security Database

Goal: Prevent the compromise and 
loss of CPI

What: Mission-critical  functions 
and components

Key Protection Activity:
• Software Assurance
• Hardware Assurance/Trusted 

Foundry
• Supply Chain Risk Management
• Anti-counterfeits
• Joint Federated Assurance 

Center (JFAC)

Goal: Protect key mission 
components from malicious 
activity

What: Information about the 
program, system, designs, 
processes, capabilities and end-
items

Key Protection Activity:
• Classification
• Export Controls
• Information Security
• Joint Acquisition Protection & 

Exploitation Cell (JAPEC)

Goal: Ensure key system and 
program data is protected from 
adversary collection

Program Protection & Cybersecurity

InformationComponentsTechnology

Protecting Warfighting Capability Throughout the Lifecycle

DoDM 5200.01, Vol. 1-4
DoDI 5200.39 DoDI 5200.44 DoDI 5230.24

DoDM 5200.45

DoDI 5000.02, Enclosures 3 & 14 

DoDI 8510.01
DoDI 8500.01
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Weapon Systems Characteristics

Weapon Systems Deliver Lethal Force with the Intent to Cause Harm 

Provide  consistency in:
• Methodologies
• Risk Decisions
• Analysis

Recognize 
differences in 
• Space
• Weight 
• Power
• Environment

Configurations, States, Modes, Transitions

Self-sufficient
Strategic or

Tactical Systems

Failure tolerant, Fault tolerant

Sensors, Instrumentation, Self awareness, Environmental awareness

Constrained [Execution, Size, Weight, Power, Form Factor, Connectivity, Environment]

Real-time, Event-driven, Distributed, Networked, Time-synchronized, Feedback Control Function

Manual, Automated, Semi-Autonomous, Autonomous

Deterministic, Adaptive, Predictive, Intelligent

Capability, Interoperability, Performance,
Reliability, Resilience, Safety, Security,
Survivability

Maximum
Reasonable

Assurance of
Correctness and

Effectiveness Architecture, Design, Interfaces

Requirements, Specification

Engineering Methods,
Approaches,
Processes, Tools Analysis, Modeling

Malicious
Adversity Conditions

Non-malicious

Rigor

Normal Conditions

Maritime

Verification, Validation

Dependability, Fit for Purpose,
Nuclear Surety

Certification, Risk
Acceptance

Complexity
Management,
Scalability Modularity, Composability,

Synthesis

Land

Space

Air

Missile

Sensor

Fixed Wing

Rotary Wing

Surface

Subsurface

Weapon
Systems

Platform
Function

Characteristics

Quality Properties

Engineering Methods

Types

Defining
Themes

Confidence

Guided/Smart Bomb

Distribution Statement A: Approved for public release. Distribution is unlimited.



7Distribution Statement A: Approved for public release, case # 20-S-0066 applies. Distribution is unlimited.22nd Annual NDIA Systems and Mission Engineering Conference
Oct 2019

§ Military Specification - Defines requirements & 
tests for military-unique items

§ Military Standard - Defines requirements for 
military-unique processes, test methods, practices

§ Military Handbook - Provides guidance for selection 
of items or engineering approaches

§ Data Item Description (DID) – Provides content and 
format requirements for data deliverables listed on 
Contract Data Requirements Lists (CDRL)

§ Federal Specification – Defines requirements & 
tests for federal government unique items

§ Federal Standard – Defines requirements for federal government unique processes, test methods, 
practices

§ Commercial Item Description (CID) - Defines requirements for commercially available items

Defense Standardization Program

DoD specifications, standards, and other related DoD standardization documents shall be developed 
and maintained in accordance with DoD Manual 4120.24, Defense Standardization Program 
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Example of a DoD Standard

System requirements vary across weapon system platform, installation, use, 
and operational environments.
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Sea 
System

Unmanned Maritime 
System

Standard Practices for Work Breakdown Structures

MIL-STD-881C

Provides a consistent and 
visible framework for 

defense materiel items

Aircraft System
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Standard Practices for Work Breakdown Structures –
more…

Space 
System

Electronic 
Systems

Surface 
Vehicle 
System

Automated Information 
Systems

Ordnance
System

Missile 
System

Complete Work Breakdown Structures 
can be found in MIL-STD 881
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• Data Item Descriptions (DIDs) are available on 
ASSIST, http://quicksearch.dla.mil/ 

• The DID is used to describe the SOW-required data 
format and content 

• The SOW, and not the DID, must task the contractor 
to perform work 

• For certain elements of data that are not needed, the 
CRDL should provide directions to tailor the DID 
requirement appropriately, noting deletions in CDRL 
Block 16

§ General Guidance:
– New DIDs shall not be prepared if an existing DID is 

adequate to define the required data product as is or 
with tailoring. 

– A DID shall cover a single deliverable data product. 
– If a single work task generates more than one 

deliverable data product, a separate DID shall be 
selected or prepared for each.

§ Do’s and Don’ts
– DIDs shall not contain requirements to perform work 

tasks (i.e., inspection or test) or otherwise direct or 
constrain the data preparation activity – these are in 
the SOW.

– DIDs shall be structured to facilitate tailoring 
(deletion) of requirements.

– Prohibited terms: “unless otherwise specified in the 
contract,” “the contractor shall,” “shall include as a 
minimum,” and others.

Standard for Data Item Descriptions MIL-STD-963C
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Example of DoD Standard for a Data Item Description: 
Program Protection Implementation Plan

Content and format requirements for data deliverables

Scope: The Contractors F/A-18 (All Series) and EA-18G 
Program Protection Implementation shall be defined within 
the F/A-18 (All Series) and EA-18 Aircraft / System 
Contractors PPIP which is a result of the program protection 
requirements set forth in the DD-254, Statement of Work 
(SOW), DoD Contract, …

Scope: This report is meant to be used in 
identification of the approach to implementing the 
Program Protection Plan (PPP). The Program 
Protection Implementation Plan (PPIP) is derived from 
the PPP and will not restate what is written in the PPP.

DI-MGMT-82144 DI-ADMN-81306
Scope: This plan outlines and defines the 
contractor's implementation of the Government 
developed Program Protection Plan (PPP). The 
PPIP is the principal communications…

DI-MGMT-81816D

https://quicksearch.dla.mil/qsHelp.aspx
https://quicksearch.dla.mil/qsHelp.aspx
https://quicksearch.dla.mil/qsHelp.aspx
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§ Differences in Services’ approaches are reflected in Solicitations and 
Contracts
– Air Force: Program Protection activities (Hardware Assurance, Software Assurance)
– Navy: IT Cybersecurity
– Army: Program Protection, Cyber Network Defense

Industry Impacts

FY16 Sample Set RFP  Requirements for Cybersecurity
Distribution Statement A: Approved for public release. Distribution is unlimited.
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Secure Cyber Resilience Engineering (SCRE) 
Standardization Area

§ SCRE Definition
– This AREA covers the integration of life cycle security and 

protection considerations in the requirements, design, test, 
demonstration, operations, maintenance, sustainment, 
and disposal of military systems that operate in physical 
and cyberspace operational domains. 

– This AREA specifically encompasses the standards, 
specifications, methods, practices, techniques, and data 
requirements for the security aspects of systems 
engineering activities executed and artifacts produced, 
with explicit consideration of malicious and non-malicious 
adversity.

Defense Standardization Program Established Secure Cyber Resilient Engineering Standardization 
Area in March 2019
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§Improve the efficiency and effectiveness of weapon 
systems engineering practice 

§Increase consistency and repeatability of resilient 
engineering methods and standards

§Improve the communication between government, 
industry, and operational stakeholders

Secure Cyber Resilient Engineering Standardization 
Objectives
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Security Requirements Derivation 
Consistent with DI-SESS-82177

Capability Needs 
and associated informing resources of objectives 
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• Comply with levied 
requirements that 
affect security

• Ensure requirements are informed by appropriate 
historically-informed defenses against known, 
unknown, and unquantified security vulnerability 
and adversity induced or enabled by cyberspace

• Allocate requirements 
consistent with achievable 
security performance that 
enables system performance

• Ensure requirements reflect 
constraints to minimize the 
introduction and persistence of 
potentially adverse conditions during 
system design and realization
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§ Develop Framework that defines the scope and focus 
– Develop “Tree of Data” 
– Identify and describe representative categories/classes/topics/tasks
– Framework based on Program Protection and Engineering Cyber activities

§ Identify existing security and protection standards 
– Identify required security and protection standards, handbooks, guidance, documents, 

and DIDs

§ Conduct gap analysis 
– Identify set of existing standards that would reside in the new Area
– Identify courses of actions for relevant standards

§ Develop Recommendations and coordinate with DoD Components

§ Manage and maintain  
– Ongoing revision, introduction of new, retirement of no longer used
– Influence future standards 

Strategy for Standardization

Leverage 
ongoing 

OUSD(R&E) 
efforts and 

other 
standardization 

AREAs to 
inform the 

identification 
and elaboration 
of engineering 

security 
activities, 

methods, data, 
artifacts, and 

lexicon

E
S
T
A
B
L
I
S
H
M
E
N
T

Steady 
State
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§Develop SCRE “Tree” of Data
–Data drives execution and judgements of suitability

§Conduct gap analysis of active Handbooks, Standards, and 
Data Items
–Remove duplication and conflict

§Work with Service Leads to assess cyber and PPP-related 
standards, including data item descriptions, and 
recommend where updates may be appropriate

Next Steps
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§ Standardization of systems engineering approaches, methods, and data is necessary 
to improve efficiency and effectiveness to respond to concerns presented by 
cyberspace
– Cyber resilience
– Cyber security
– Cyber survivability

§ Standardization should be principle-based to enable tailoring to:
– Meet capability, performance, and loss considerations relative to operational doctrine for use of 

the system and acquisition model 
– Mature requirements, expertise, and tools to achieve engineering cyber, resilience, and 

survivability objectives

§ Opportunities for government, industry and academia to engage
– Inform processes and technical requirements standards for engineering cyber resilient weapon 

systems

Summary
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Questions?https://www.cto.mil Follow us @DoDCTO
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Ms. Melinda Reed
Office of the Under Secretary of Defense for Research and 

Engineering (OUSD(R&E))
571.372.6562 | melinda.k.reed4.civ@mail.mil

Mr. Michael McEvilley
Contractor Support Team, MITRE Corporation

703.472.5409 | mcevilley@mitre.org

For Additional Information
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BACK UP
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Data Item Description (DID) 
provides the format and 
content requirements for 
data item, with non-essential 
references tailored out of 
the DID. (e.g. DI-SCRE-
82258, “Contractor’s Record 
of Tier 1 Level Suppliers 
Receiving/Developing 
Covered Defense 
Information” 

SOW establishes a requirement e.g., “3.5. “…a record of
tier 1 level subcontractors, vendors and/or suppliers who will 
receive or develop covered defense information …”

Contract Data Requirements List 
(CDRL) orders the Contractor’s 
Record data item and identifies due 
date, distribution statement and other 
such parameters 

Approach to Acquire Data Deliverables

19

Example of requesting delivery of the Contractor’s 
Record of Tier 1 Level Suppliers Receiving/Developing 
Covered Defense Information

.3.5. “…a 
record of

tier 1 level 
subcontractors, vendors 
and/or suppliers who 
will receive or develop 
covered defense 
information …”

Contractor’s 
Record

DI-SCRE-82258

Distribution Statement A: Approved for public release. Distribution is unlimited.
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Requirements Derivation, 
System Design, and Systems Analysis

Applied with rigor necessary to achieve the targeted level of confidence

Capability needs, loss 
concerns, acceptance

– Mission
– System
– Regulatory, statutory, 

certification, policy
– Assurance

Loss scenarios
– Causal factors

o Attack, subversion
o Error, fault, failure
o Abuse, misuse

– Conditions
o Exposure, hazard, vulnerability

– Adversarial threat informed
o Threat data-dependent
o Threat data-independent

System architecture, 
design, interfaces, 
interconnections

– Exposure, hazards, 
vulnerabilities

– Critical functions
o Mission
o System
o Security
o Safety

System function, interfaces, 
data, interconnections

– Functional, data, control flow 
interactions

– Interactions not anticipated by 
the system requirements

– Exposure, hazards, 
vulnerabilities
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Stakeholder Requirements

System 
Requirements

High Level
Design 

Requirements

Low Level
Design 

Requirements

Implementation 
of the Design

Capability 
Needs, Priorities, Constraints
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Contract Data Requirements List (CDRL) ̶̶
Form DD1423  

25

Block 9.  For technical 
information, specify requirement 
for contractor to mark the 
appropriate distribution statement 
on the data (ref. DoDI 5230.24); 
information is controlled when 
distribution statement is B-F

Block 4.  Identifies the Data Item 
Description –
DI-ADMIN-81360 
Program Protection 
Implementation Plan

Block 2.  Identifies the Title of Data 
Deliverable –

Program Protection 
Implementation Plan

Block 16.  Includes additional 
clarification and the Marking 
Statement the contractor is to 
mark the deliverable

Includes Data Item Description for content of the deliverable, and 
Technical Information Marking and Dissemination Statements 
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§ Statement of Work (Section C)
– Prepared by Program Office (PM)/ Requiring Activity (RA)

§ Contract Clauses (Section I), 
– Prepared by Contracting Officer
– FAR Clause 52.204-2, when contract involves access to 

Confidential, Secret, or Top Secret information
– FAR Clause 52.204-21, when contract involves Federal Contract 

Information
– DFARS Clause 252.204-7012 in all contracts except COTS

§ List of Attachments (Section J)
– Attachments collected by Program Office 
– Data deliverables as identified in Contract Data Requirements 

List (CDRL): Prepared by PM/RA
– Security Classification Guides 
– Specifications: Prepared by PMO/RA
– Other Government Furnished Information: Various

Acquiring Capability Through FAR-Based Contracting

18

SCG

One approach is a Federal Acquisition Regulation (FAR)-Based Contract

Preparation of 
Statement of 
Work  ̶̶
Mil Handbook 
254D

DistribuRon Statement A: Approved for public release. DistribuRon is unlimited.
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Standardization Areas with 
Relevant Data Item Descriptions

Quick look identified 179 Relevant DIDs found in 23 of 39 Standardization Areas 

Area Title LSA % *
MGMT Management EA for DSP 35%

IPSC Information Processing Stds. for Computers DISA 16%

MISC Miscellaneous EA for DSP 13%

EMCS Electromagnetic Compatibility Stds. DISA 11%

SESS Systems Engineering Specs. and Stds. ODASD(SE) 11%

QCIC Quality Control/Assurance and Inspection ARDEC, Armament Research Devlp & Engr Center 8%

NUOR Nuclear Ordnance DTRA 6%
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Initial SCRE Framework

Information Critical Program Information 
(CPI)

Program Protection 
Plan

Trusted Systems and 
Networks (TSN) Analysis

• DI-MGMT-81826D, F/A-18 and EA-18 Aircraft / 
System Program Protection Implem. Plan

̶ 2018-06
• DI-MGMT-82144, Naval Aviation PPIP

̶ 2017-07
• DI-ADMIN-81306, PPIP 

̶ 1993-01

• DI-SCRE-82247, Contractors SSP…
̶ Implement NIST SP 800-171, 2018-10   

• DI-MGMT-82002, NAVAIR Cybersecurity 
Implementation Plan, 2017-05

• DI-MGMT-82135, NAVAIR Cybersecurity 
RMF…; 2017-07

• DI-MGMT-82149, Naval Av. Sys. 
Sanitization

̶ Focus on NIST SP 800-88, 2017-07
• DI-MGMT-81824, Security Classif. Guide

̶ Refers to OPNAVINST 5513.1F, 
2011-11

• DI-MGMT-81453, Data Accession List
̶ Contractor internal data, 2017-06 • Tree is Pending

• Tree is Pending• DI-MGMT-82189, Security Plan
̶ 2018-03

• DI-MGMT-80596, GFI Deficiency Report
̶ Advises of deficient information
̶ 1988-05

• DI-MGMT-82209, Critical Industrial Base 
Data; 2018-04

• DI-PSSS-81656, BOM for Logistics…
̶ Similar to MGMT-82209, 2019-09

• DI-MGMT-80894, Source/Vendor List…
̶ Similar to MGMT-82209
̶ 1994-04

• DI-SESS-80858, Supplier’s Config.…
̶ Similar to MGMT-82209, 2015-04

• Complete Tree is Pending

SCRE LSA responsibility includes
• The maintenance of the SCRE 

framework and the identification of the 
relevant artifacts

• The maintenance of artifacts that 
reside in SCRE

• Trace to other LSAs responsible for 
the artifacts identified by SCRE but 
not contained in SCRE

Next Step:
Establish SCRE “Tree of Data” 
to identify relevant Standards 
and DIDs with goal to 
standardize direction to 
industry in contracting
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§ System Safety (SAFT)
– This AREA covers the systems engineering integration of life cycle environment, safety, and occupation health (ESOH) 

considerations in the design, test, demonstration, operations, maintenance, sustainment, and disposal of military 
systems.

§ Systems Engineering Specifications and Standards (SESS)
– This AREA covers standards, specifications, methods, practices, techniques, and data requirements for analyzing, 

developing, and defining the technical engineering requirements for new and modified DOD systems.
– This AREA specifically encompasses procedural guidance to address those systems engineering elements executed 

throughout the acquisition process, which includes configuration management of the technical baseline information, data 
management, reliability, maintainability, manufacturing producibility, and design, development, and test activities. This 
AREA does not include Human Factors, Environmental, Product Support, Quality Control, Cybersecurity, or Systems Safety.

§ Secure Cyber Resilient Engineering (SCRE)
– This AREA covers the integration of life cycle security and protection considerations in the requirements, design, test, 

demonstration, operations, maintenance, sustainment, and disposal of military systems that operate in physical and 
cyberspace operational domains.

– This AREA specifically encompasses the standards, specifications, methods, practices, techniques, and data requirements 
for the security aspects of systems engineering activities executed and artifacts produced, with explicit consideration of 
malicious and non-malicious adversity.

Aligns with Other Standardization Areas


