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Background DoD Cyber Strategy

Engineering Cyber Resilient Weapon Systems Goal:
Improve resiliency of weapons system designs to cyber attack

Objectives:

— Determine set of engineering design patterns, standards and methods for cyber
resilient weapon systems, addressing both systems in development and systems in
sustainment

— Establish a foundation to grow the engineering practices and strengthen engineering
agility

Innovate to foster agility:

The Department must innovate to keep pace with rapidly evolving threats

and technologies in cyberspace. We will accept and manage operational and

A programmatic risk in a deliberate manner that moves from a “zero defect”

e crorme: culture to one that fosters aqility and innovation because success in this
domain requires the Department to innovate faster than our strategic
competitors.
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Background: Design for Cyber Threat Environments

= Allocate cybersecurity and related system security requirements to the system
architecture; desigh and assess for vulnerabilities.

=" The system architecture and design will address, at a minimum, how the
system:

— Manages access to and use of the system and system resources

— |s structured to protect and preserve system functions or resources, (e.g., through
segmentation, separation, isolation, or partitioning)

— Is configured to minimize exposure of vulnerabilities that could impact the mission,
including through techniques such as design choice, component choice, security
technical implementation guides and patch management in the development
environment (including integration and T&E), in production and throughout sustainment.

— Monitors, detects, and responds to security anomalies.

— Maintains priority system functions under adverse conditions; and

— Interfaces with DoD Information Network (DoDIN) or other external security services

Design Considerations to Mitigate Cybersecurity Implications to the System
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Protection Activities
for Contested Cyberspace Environments

Program Protection & Cybersecurity
DoDI 5000.02, Enclosures 3 & 14

DoDM 5200.01, Vol. 1-4
DoDI 5200.39 DoDI 5200.44

DoDM 5200.45

DoDI 8500.01
DoDI 5230.24 DoDI 8510.01

Technology

What: A capability element that
contributes to the warfighters’
technical advantage (Critical
Program Information (CPI))

Key Protection Activity:

* Anti-Tamper

» Defense Exportability Features
* CPI Protection List

* Acquisition Security Database

Goal: Prevent the compromise and
loss of CPI

Components

What: Mission-critical functions
and components

Key Protection Activity:

* Software Assurance

* Hardware Assurance/Trusted
Foundry

* Supply Chain Risk Management

* Anti-counterfeits

* Joint Federated Assurance
Center (JFAC)

Goal: Protect key mission
components from malicious
activity

Information

What: Information about the
program, system, designs,
processes, capabilities and end-
items

Key Protection Activity:

* Classification

* Export Controls

* Information Security

* Joint Acquisition Protection &
Exploitation Cell (JAPEC)

Goal: Ensure key system and
program data is protected from
adversary collection

Protecting Warfighting Capability Throughout the Lifecycle
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Weapon Systems Characteristics

D Efl n in g Configurations, States, Modes, Transitions ‘

Themes

Deterministic, Adaptive, Predictive, Intelligent ‘

Characteristics

. Manual, Automated, Semi-Autonomous, Autonomous ‘
Self-sufficient

Strategic or
Tactical Systems

Quality Properties

Real-time, Event-driven, Distributed, Networked, Time-synchronized, Feedback Control Function ‘

Constrained [Execution, Size, Weight, Power, Form Factor, Connectivity, Environment] ‘

Confidence

Sensors, Instrumentation, Self awareness, Environmental awareness ‘

‘ Engineering Methods ‘

Types

Failure tolerant, Fault tolerant

Normal Conditions ‘

Capability, Interoperability, Performance,

Reliability, Resilience, Safety, Security,
Survivability Adversity Conditions

Non-malicious

Maximum
Reasonable
Assurance of
Correctness and

Effectiveness

Weapon
Systems

Requirements, Specification ‘

T X Architecture, Design, Interfaces ‘
Engineering Methods,

Approaches,
Processes, Tools

Dependability, Fit for Purpose,
Nuclear Surety

Analysis, Modeling ‘

Fixed Wing

Verification, Validation ‘

Certification, Risk
Rotary Wing 7 Acceptance
Complexity
g Surface Management, . o
Recognlze - Scalability \ Modularlty, Composability,
. . Platform Synthesis
differences in Function

Space
Weight
Power

Provide consistency in:
* Methodologies

Guided/Smart Bomb ‘

* Risk Decisions

Environment .
* Analysis

Weapon Systems Deliver Lethal Force with the Intent to Cause Harm
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Defense Standardization Program

Home | About Quick Search | ASSIST | ASSIST Updste:

- e : . . Quick
= Military Specification - Defines requirements & %
tests for military-unique items T cbrpin

NOTICE: The assistdocs.com website has been discontinued; however, the public may access releasable DSP documents from ASSIST

= M I I Ita ry Sta n d a rd = Defl n eS req u I re m e nts fo r gr:lt::rki:rac;\ctﬁ(t::apizr{éﬁ:i;:(ine:rrecgf?:\argéjll«a)ﬁ fields: Document ID, Document Number, Find Term(s). Filter search results by selecting Status or

military-unique processes, test methods, practices |~z

Text Search

FSC/Area from drop-down lists, or by checking the box and specifying a range of document dates. Click a label for a detailed description and sample

Document ID:[

Document Number:| 81613 Status:

= Military Handbook - Provides guidance for selection || =>>"">

| For [All Terms V] 1n [Title or Keywords or Scope V|

of items or engineering approaches Fc/Are:{Seic 1

V\ ['] Document Date: |26-Oct-2014 Through |26-0ct-2015

= Data Item Description (DID) - Provides content and

About Quick Search | ASSIST

format requirements for data deliverables listed on
Contract Data Requirements Lists (CDRL)

DLA Document Services, Building 4/D, 700 Robbins Avenue, Philadelphis, PA 19111-5004.
If you have any questions, plesse contact the ASSIST-Help Desk team st
215-897-6306 [DSN: 442-8306 .
Privacy and Security Information and Section fi

508 Complisnce Information. Questions or comments: ASSIST Feedback.

-.‘."_“_.‘ = N ,”“_”w’.:"
" g . . .
|| Fed e ra I S ec Ifl Cat I O n — Defl n es re u I re m e n tS & WARNING: UNAUTHORIZED ACCESS TO THIS UNITED STATES GOVERNMENT COMPUTER SYSTEM AND SOFTWARE IS PROHIBITED 8Y PUBLIC LAW 00-474 (THE
COMPUTER FRAUD AND ABUSE ACT OF 1938) AND CAN RESULT IN ADMINISTRATIVE, DISCIPLINARY OR CRIMINAL PROCEEDINGS.

tests for federal government unique items

= Federal Standard - Defines requirements for federal government unique processes, test methods,

practices

= Commercial Item Description (CID) - Defines requirements for commercially available items

DoD specifications, standards, and other related DoD standardization documents shall be developed

and maintained in accordance with DoD Manual 4120.24, Defense Standardization Program
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Example of a DoD Standard

MIL-STD-461G
TABLE IV. Emission and susceptibility requirements. MIL-STD-461G
E Requirement Description
o CE101 Conducted Emissions, Audio Frequency Cuments, Power Leads TABLE V. Requirement matrix.
SUPERSEDING i " :
MLSTD461F CE102 Conducted Emissions, Radio Frequency Potentials, Power Leads Equipment and Subsystems Requirement Applicability
10 Decamber 2007 CE106 Conducted Emissions, Antenna Port Installed In, On, or Launched
CS101 Conducted Susceptibility, Power Leads ::;’g"g::: owing Platforms or
DEPARTMENT OF DEFENSE CS103 Conducted Susceptibility, Antenna Port, Intermodulation
olololo|ololololo|olololo|z|x|(xm|2|n| B
INTERFACE STANDARD CS104 Conducted Susceptibility, Antenna Port, Rejection of Undesired M2 (2(2|2(2(22e|mm M2 2
Signals 2R 2B |R|&|8|=|a|a|2|=|2(R|8|2|8| &
REQUIREMENTS FOR THE CONTROL OF CS105 Conducted Susceptibility, Antenna Port, Cross-Modulation _
U L CS109 Conducted Susceptibility, Structure Current Surface Ships AlA A[SIL[S[LIA|S LIS|A|A LIAJL
ELECTROMAGNETIC INTERFERENCE — — Submarines A Als A
CHARACTERISTICS OF SUBSYSTEMS AND CS114 Conducted Susceptibility, Bulk Cable Injection - - -
cs115 Conducted Suscepiibility, Bulk Cable Injection, Impulse Excitation Acralt, Amy, Including Fight 1A A|L SIS| [A[A[A[L|A|AA AlL
EQUIPMENT — g . - Line
CS116 gg\r;cél;u:Lt:gdSSusceptlblhty, Damped Sinusoidal Transients, Cables and Aircraft, Navy LIalLlalss(s AlalalLIAlLIATC LAl
cs117 Conducted Susceptibility, Lightning Induced Transients, Cables and Aircraft, Air Force A[L|AIS|S|S| |AJAJAIL]A] |A A
Power Leads Space Systems, Including A[L|A|S|S|S AlAlA|L AlL A
CS118 Conducted Susceptibility, Personnel Bome Electrostatic Discharge Launch Vehicles
RE101 Radiated Emissions, Magnetic Field Grnma, Ammy AJLIAISISIS| JAJAJAISIA] JAILILIA
RE102 Radiated Emissions, Electric Field Ground, Navy AILIAISISIS] |AJAJAISIAL |A AlL
RE103 Radiated Emissions, Antenna Spurious and Harmonic Outputs Ground, Ak Force AlLIAIS|S]S AlAJA A AlL N
RS101 Radiated Susceptibility, Magnetic Field Les.e:d' o
RS103 Radiated Susceptibility, Electric Field 3 L.""{: € e
RS105 Radiated Susceptibility, Transient Electromagnetic Field - .as stx_:l ledin em_ IV_I ual sections of this stan a_r ’
AMSC 9618 AREA EMCS S: Procuring activity must specify in procurement documentation.
DISTRIBUTION STATEMENT A, Approved for public release; destribution s unbmied

System requirements vary across weapon system platform, installation, use,

and operational environments.
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Standard Practices for Work Breakdown Structures

Level 4

Airframe Integration, Assembly, Test and

WBS # Level 1 Level 2 Level 3
Aircraft
ST | 10 System _
L sTgsIC Air
Lo 1.1 Vehicle
SUPERSEDING
MIL-HDBK S804 R
e 1.1.1 Airframe
25 Mawch 1993
1.1.11
DEPARTMENT OF DEFENSE 1112
STANDARD PRACTICE 1113
WORK BREAKDOWN STRUCTURES 1114
FOR DEFENSE MATERIEL ITEMS o

[ Resaorares aher 3 Ocrober 2011 08 mury be wo o mew 208 cxising desigms 308 scqsions. |

Provides a consistent and

visible framework for

AMSC 9213

MIL-STD-881C

AREA MISC

defense materiel items

Checkout
Fuselage
-
wing Aircraft System
Empennage |
Aircraft SYSTEM
- T~ -~ SUBSYSTEM
| Airframe | Propulsion I Avionics A‘w‘:;;;:" l
Fire Control
| Detect || Aim I | Fire l | Track |

E.3 WORK BREAKDOWN STRUCTURE LEVELS

MIL-STD-881C
APPENDIX 1
L3 WORK BREAKDOWN STRUCTURE LEVELS

WBS# Lewell Level2 Level 3 Level 4
1.0 Unmanned Martime System
1.1 Maritime Vehicle - H
y e Socture Unmanned Maritime
112 Propulsion
113 Energy Storage / Conversion Syste m
114 Electrical Power
115 Vehicle Command and Control

Vehicle Command and Control Integration, Assembly,
1.15.1 Test and Checkout
1152 Mission Control
1153 Navigation

22nd Annual NDIA Systems and Mission Engineering Conference
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WBS # Level 1 Level 2 Level 3
Sea
1.0 System
1.1 Ship
1.11 Hull Structure
1.1.2 Propulsion Plant
113 S ea Electric Plant
1.14 Command, Communications and Surveillance
1.15 Auxiliary Systems
e System G
117 Armmament
1.1.8 Total Ship Integration/Engineering
1.1.9 Ship Assembly and Support Services
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Standard Practices for Work Breakdown Structures -
more...

K3 WORK BREAKDOWN STRUCTURE LEVELS
WBS # Level 1 Level 2 Level 3 Level 4 Level 5
1.0 Space System
WBS # Level 1 Level 2 Level 3 Level 4 )
1.0 Automated Information System (AIS) H 1 SEIT/PM angyssl::zn;g?:: ::;(1”'5) L
<) 3 (=3 : - 1) LN
1.1 Automated Information System Pere Mission Prf:duct.ReleaseJ Increment X 112 Assembly, Integration and Test S pace
::: . Custom Appiication wﬁw’;‘;" I,Spe::;‘yr; 113 Program Management t
Sabe System —— 114 Support Equipment S stém
1112 Subsystem Software CSCI 1...n (Speciy) 12 Space Vehicle 1..n (Specify)2 y
1113 Subsystem Software Integration, Assembly, Test and Checkout 121 SEIT/PM and Support Equipment
112 Enterprise Service Element 1__.n (Specfy) 1044 Cacat, Cociceos
= i Enlsywion Sevvion St f " G.3 WORK BREAKDOWN STRUCTURE LEVELS
1122 AUtomated Informatlon Enterprise Service Element Software CSCI 1._.n (Specify) )
S t Enterprise Service Element Integration, Assembly, Test and WBS # Level 1 Level 2 Level 3
1.123 ys ems Checkout 1.0 Surface Vehicle System
1.1 Primary Vehicle
111 Primary Vehicle Integration, Assembly, Test and Checkout
WBS # Level 1 Level 2 Level 3 Level 4 1.1.2 S u rface Hull/Frame/Body/Cab
1.0 Ordnance System 1.1.3 . System Survivability
1.1 Munition 1.14 Ve h I c I e Turret Assembly
111 Airframe 1.15 Suspension/Steering
111 Airframe Integration, Assembly, Test and Checkout 116 Syste m Vehicle Electronics
a2 Ordnance Primary Structure 1z Do Daclnmaie Teain
1.1.13 Secondary Structure
1114 S Aero-Structures
1115 ystem Other Aframe Components 1. (Speciy) Complete Work Breakdown Structures

can be found in MIL-STD 881

WBS # Level 1 Level 2 Level 3 Level 4 WBS # Level 1 Level 2 Level 3 Level 4
1.0 Electronic System 1.0 Missile System
1.1 Prime Mission Product (PMP) 1...n (Specify) 1.1 Air Vehicle
1.1.1 PMP Subsystem 1...n (Specify) 111 Airframe
1.1.1.1 PMP Subsystem Hardware 1...n 1.1.1.1 Airframe Integration, Assembly, Test and Checkout
1.1.12 . PMP Subsystem Software Release 1...n 1.1.1.2 Primary Structure
E I t Subsystem Integration, Assembly, Test and 1113 Secondary Structure
1113 e c ro n I c Checkout . 1.1.14 Aero-Strurztures
1.1.2 S t PMP Software Release 1...n (Specify) ) 1.1.15 Other Airframe Components 1...n (Specify)
1.1.2.1 yS ems Software Product Engineering 112 . . Propuision Subsystem (1...n) Specity
1.1.22 gﬁ&zﬁgnsﬁ%a;iggnﬂg:éﬁgg,l?gt(gnsdu) 1.n 1.1.2.1 M IS S I I e Propulsion_ Integratic_)n, Assembly, Test and Checkout
1123 Checkout 1122 Motor/Engine (Specify)
1.1.3 PMP Integration, Assembly, Test and Checkout 1123 Sy Ste m Thrust Vector Actuation
1.1.24 Attitude Control System
1.1.25 Fuel/Oxidizer Liquid Management
1.1.26 Armm/Fire Device

nd i H H 1
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Standard for Data Item Descriptions MIL-STD-963C

Quick
Search

Dstabase lsst updsted: Oct 23, 2015 Home | About Quick Search | ASSIST | ASSIST Updstes

NOTICE: The assistdocs.com website has been discontinued; however, the public may access releasable DSP documents from ASSIST
Quick Search (http://quicksearch.dla.mil).

Enter search criteria in one or more of three text fields: Document ID, Document Number, Find Term(s). Filter search results by selecting Status or
FSC/Area from drop-down lists, or by checking the box and specifying a range of document dates. Click a label for a detailed description and sample
search results.

Text Search
Document ID:| Document Number: Status:
Find Terml,TermZ,...l ] For |AII Terms v\ In |Title or Keywords or Scope V\
ESC/Area:|Select Al v| [ Document Date: [26-0ct-2014 | Through [26-0ct-2015 |

WARNING: UNAUTHORIZED ACCESS TO THIS UNITED STATES GOVERNMENT COMPUTER SYSTEM AND SOFTWARE IS PROHIBITED BY PUBLIC LAW 20-474 (THE
COMPUTER FRAUD AND ABUSE ACT OF 1888) AND CAN RESULT IN ADMINISTRATIVE, DISCIPLINARY OR CRIMINAL PROCEEDINGS.

Data Item Descriptions (DIDs) are available on
ASSIST, http://quicksearch.dla.mil/

The DID is used to describe the SOW-required data
format and content

The SOW, and not the DID, must task the contractor
to perform work

For certain elements of data that are not needed, the
CRDL should provide directions to tailor the DID
requirement appropriately, noting deletions in CDRL
Block 16

= General Guidance:

New DIDs shall not be prepared if an existing DID is
adequate to define the required data product as is or
with tailoring.

A DID shall cover a single deliverable data product.

If a single work task generates more than one
deliverable data product, a separate DID shall be
selected or prepared for each.

= Do’s and Don’ts

DIDs shall not contain requirements to perform work
tasks (i.e., inspection or test) or otherwise direct or
constrain the data preparation activity - these are in
the SOW.

DIDs shall be structured to facilitate tailoring
(deletion) of requirements.

Prohibited terms: “unless otherwise specified in the
contract,” “the contractor shall,” “shall include as a
minimum,” and others.

Distribution Statement A: Approved for public release, case # 20-S-0066 applies. Distribution is unlimited.
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Example of DoD Standard for a Data Item Description:
Program Protection Implementation Plan

DATA ITEM DESCRIPTION LLA] DATA ITEM DESCRIPTION l .. 704-0300
Tide: F/A-18 and EA-18 AIRCRAFT / SYSTEM PROGRAM PROTECTION IMPLEMENTATION reite ing Porees for Ve Sivetios S€ Sarsvmtion 1s erimiet vo st S ey v rearmes, fesiediog de Mer o tevieeiny
PLAN " - . oetien isg ovpyeonions

ngioe mecsre e wnd baperta, AF18 Sufineens hovis Beghmsr.
Number: DI-MGMT-81826D DATA ITEM DESCRIPTION ‘ Suive S350 Ariiagues sh. SHIDLAORD: ses Lo the OCTise 6 Pesstematt tnd SebyvL: ToparEers Aebuctitn PeVIOSE CAVHA-ALINY. Sesmiartim: B4, 2D
AMSC Number: N9951 Title: Naval Aviation Program Protection Implementation Plan 1. mws 3. INNTITICATION

DTIC Applicable: N/A Program Protection Implementation Plan (PPIP)

Number: DI-MGMT DI-ADMN-81306

Preparing Activity: AS Project Number: MGMI-2015-038 AMSC Numby

Approval Date: 20170726
Limitation: N/A

Applicable Forms: N/A . . 3.1 This pi nes and daties < otox’s impl 5 he

P DTIC Applicable: N A GIDEP Applicable:NA - déveziped Brogran Protectis Fian (PPR).  The PPID is the prineiple ccmmiaicatives

- Lo reparing Activity: A’ roject Number: MG 043 oval by the DoD or Cosponent Program Manager of the
Use/relationship: The Contractors F/A-18 (All Series) and EA-18G Program Protection [uplementation shall be Applicable Forms: /A PPecific methods used by the coatrastor to (1) idencify the means chosan to implement
defined within the F/A-18 (All Series) and EA-18 Aircraft / System Contractors Program Protection ! + the PPF st centractor, sub-eentractor, vendor controlled loostions and (2) provide
Implementation Plan (PPTP) which is a result of the program protection requirements set forth in the DD-254, tion process. (Continued on Page 2

Statement of Work (SOW), DoD Contract, the Government's F/A-18 and EA-18G Program Protection Plan (PPF) 4. AIPIOTL TATE |5, OFFICE of PRDGNY RESIMSIMILITY (0PR) . oric arzoar | @, ez Anrcass)
(inchuding Annexes) most current issuance, the Security Guidance for F/A-18 Homet (All Series) and the EA- Use/relationship: Illhlﬂ“'unsm! 10 be used in identific of the approach to rmeeo)

&/ Systems and o Ol Guides applicable for the F/A-18 (All Series) and implementing the Pro otection Plan (PPP otection plementation Plan 930125 GASD/C1/C148CH (ASPO)

EA-18G Aircrat and Systems (PPIP) is der and will not restate what is written in the PPP. T ——
This Data Item Description (DID) contains the format, content, and intended information for the data product This DID contains the format, content, and intended use information for the data product 7;1 This DD osatains the format 4nd content preparacios imstructd
resulting from the worlk task described in the contract SOW. sesulting from the work task er (PPIP) lting from the

= protection

ticar, “pro

aing and Technology Conzrols

‘This DID DI-MGMT-81826D cancels and replaces DI-MGMT-81826C. Requirements:

7.2 7his DID is applicable to all Ded acquisiticn programs regulated by DoDD $000.1,
2-n.

Requirements: DeDI $000.2, and Ded S000.

Referenced Docy

mments: The applicable issue of the doc

dates and dates of any applicable amendments, « 7.3 3¢

equirements ceatained (Ceatimued on Page 2)

Reference documents. The applicable issue of the documents cited herein, including their approval dates ified in the contract
and dates of any applicable amendments. notices, and revisions, shall be as specified in the contract. speciied a Gae Contrad ‘ . ArvaomL LIeATIoN $a. APPLICARLE TORNS . MeC yam

Note: For PPIP Reference Documents see Paragraph 4 and its subparagraph’s:

Format: Contractor format s acceptable D6581

. Format The required document shall be in Contractor format: . T € TR DemecTes
2. The PPIP shall be used as a focal poiat or the Contractors Progsam Securiy. The PPIPis derived fom Coatent: The Contractors PPIP will coatain the following
the PPP and should not restate what is written in the PPP but simply state “how” the contractor will

implement Program Protection. 3.1 A setion detailing the Co 5 appronch to implenenting the PPP
b, The PPIP is used to identify and monitor how a Contractor develops and performs Program 3.2 General methodologies that will be applied to protection requireaneats
Protection / Operations Secusity (OPSEC) actvities during performance of the contract. 3.3. Critical Program Information (Critical Compoacats (CC) / Critical Program Information 10.1 Contens Becuicesssta. The PPIF shall include the following:
(CPI) / Critical Systems (CS) / Critical Techmologics, (CT) hereafter iden .
3. Content. The Contractor’s PPIP shall contain the following 3.4. The Contactor’s process for ident existing / proposed CPI durin ,.chmm“:‘fiiii e o Ea e e S rants TabiToned ta the
a. Delivered document at a minimnm shall include a cover page identifying the Subject, Contractors Name developmental and RDTAE phases, and s protection ideatificaton in the ECP process
0 Adees, Contact e, DID idefification. Dission Satemat ExportConrol and peor s ECP aceptimce by he Govement » sestion(st descsibig felly the aceivinias aad methodeivyise plamed to

satisfy the FPF sequitements asd jestification 43 Lo vhy these SPecific sctiocas were
hosen . )lax:.lhnl‘ eh-nn. d:lgx_. or matrixes shall be used to illustrate the
. Security Management organization. and to program
- o following h all A 1
(l)he[Ct‘):nzﬂ;rstp:m%qm: lOPSE(d'Mmahgmrntsmmnue. including relationships with the N specitic wh: .:.unym Explain these px-a::;d‘:z::n- l:mf:«‘: .:;n:.fh:"
corporate hiesarchy, program subcontractors and suppliers °

3.5. A section descnibing an effective and efficient protection of CPI: wh will inchade the

P den! i l bility(s) exist.
351, The Comtractor’s Program Security / OPSEC Ma et stncture. mcluding the idemtified velneral yis)

tailin relationships with the corporate hierarchty and program subcoatractors and c,. A 1t of documents xhich asplies as dizective of guidance during execution
- A section detaling the Contractors approach to the PFIF. ppliers. | ! ! of the 7pIP. This 1ist shall incluse pertinent legal. Foguiatory and other published
Y oF draft protection reqirements .wuunn to the system nder development. Progran
d. General methodologies that will be applied to protection requirements 3.52. An overview of all Contractor's activities, operations. d other M11 be drawn from these dociments.
i Cont inoad oo Page 31
e. Critical Program the following: Critical C s (CC), Critical Program

r sxsmanorior smareerr
Information (CPI), Critical Systems (CS). and Critical Technologies, (CT): hereafter referred to as CPL

DI:MGMT-81816D" DI-MGMT-82144 lﬁﬂmmm

an .

1306

Scope: The Contractors F/A-18 (All Series) and EA-18G Scope: This report is meant to be used in Scope: This plan outlines and defines the
Program Protection Implementation shall be defined within identification of the approach to implementing the contractor's implementation of the Government
the F/A-18 (All Series) and EA-18 Aircraft / System Program Protection Plan (PPP). The Program developed Program Protection Plan (PPP). The
Contractors PPIP which is a result of the program protection Protection Implementation Plan (PPIP) is derived from PPIP is the principal communications
requirements set forth in the DD-254, Statement of Work the PPP and will not restate what is written in the PPP.

(SOW), DoD Contract,

Content and format requirements for data deliverables

nd i H H 1
%th 2/36n1n9ua| NDIA Systems and Mission Engineering Conference Distribution Statement A: Approved for public release, case # 20-S-0066 applies. Distribution is unlimited. 12


https://quicksearch.dla.mil/qsHelp.aspx
https://quicksearch.dla.mil/qsHelp.aspx
https://quicksearch.dla.mil/qsHelp.aspx

Industry Impacts

= Differences in Services’ approaches are reflected in Solicitations and
Contracts
— Air Force: Program Protection activities (Hardware Assurance, Software Assurance)
— Navy: IT Cybersecurity
— Army: Program Protection, Cyber Network Defense

o . n APPROVED FOR PUBLIC RELEASE n
A Look At Current State Proposal Requirements : RFP SOW Analysis Results Summary Raytheo
Defense Platform/Embedded Program RFP Analysis .
: ! cyber Request for Proposal, Statement of Work (SOW) Analysis Results Summary
The analysis included 10 RFPs in 2016. yber secrty — : - - e r——
cybersecunty : D Q 0 0 0 0
The following keywords were used to extract sections of the RFP cz:;:‘:;f::;:g P | MR | Wgg | mn | mR | mo | Asen p— ..:n :-_-; ..,.
Statement of Work and Sections L and M language. cyber protection : : : : : : : x x
information assurance « Progam Poetin Pen ] PR :::": Operlosy L
H (PPP) devekcpment and DFARS COI echews) Cyter resilioncy
Customers included: oas ':olect.o . | speveny _—
ram protection + Systams socry on:::ﬁm p— wmma o sm :e::r
» (3) AirForce (1) United States; (1) direct commercial sale, e R . e -
(1) Foreign Military Sale risk management framework R . T ™ Erphsson
RMF * lnformanon Assurance (1A) m‘mm
= (4) Navy (2) United States; (2) direct commercial sale vulnerabilty analysis . S e gt - strs e
rvivabilit ense (CND) securty
* (3) Army (3) United States s:‘esdi:ncyy sy wisrpe ok
DIACAP SORM (Trsted
INFOSEC %:&T Cyber Hardaning
4252017 | 5 vmm Irformaten
Thes document does not contan technology or techical data controlied m‘“@'ﬂ;ﬁ":’u"i\_ﬂn:ﬂm Traffic in Arms Reguiaions o the U S. Export Administration Regubations.
FY16 Sample Set RFP Requirements for Cybersecurity
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Secure Cyber Resilience Engineering (SCRE)
Standardization Area

SD1 = SCRE Definition

PrrRISESTAbARRIoN ProSRAY — This AREA covers the integration of life cycle security and
protection considerations in the requirements, design, test,
demonstration, operations, maintenance, sustainment,
and disposal of military systems that operate in physical
and cyberspace operational domains.

STANDARDIZATION — This AREA specifically encompasses the standards,

DIRECTORY specifications, methods, practices, techniques, and data
requirements for the security aspects of systems
engineering activities executed and artifacts produced,
revsen asoF with explicit consideration of malicious and non-malicious
1 April 2019 advers |ty

(FSC CLASS AND AREA ASSIGNMENTS)

Defense Standardization Program Established Secure Cyber Resilient Engineering Standardization

Area in March 2019

é%:;g}ngual NDIA Systems and Mission Engineering Conference Distribution Statement A: Approved for public release, case # 20-S-0066 applies. Distribution is unlimited. 14



Secure Cyber Resilient Engineering Standardization
Objectives

" Improve the efficiency and effectiveness of weapon
systems engineering practice

" Increase consistency and repeatability of resilient
engineering methods and standards

="Improve the communication between government,
industry, and operational stakeholders

%2::;6']1”9 IIIIIII Systems an d Mission Engineering Conference Distribution Statement A: Approved for public release, case # 20-S-0066 applies. Distribution is unlimited. 15



Security Requirements Derivation
Consistent with DI-SESS-82177

FIGURE 1. Example: Specification Tree DI-SESS-82177
1 Capability Needs
aseline
a r and associated informing resources of objectives |
. . & I Gov*n t .
* Comply with levied § | spec-,ﬁ;:::n » Ensure requirements reflect
requirements that 5 OEIM constraints to minimize the
affect security g | Specification introdgction and persistence of
"""~ = potentially adverse conditions during
- system design and realization
D 5 I i
= I I I 1 x
E o | OEM 0EM OEM 0EM | - c c
I.E I Specification Specification Specification Specification I 0 O
S | ) M M
| - P P
|__—___-I-___.__}___..___+__._+__.__ it el M— 0] o
G OEM T T OEM OEM | N N
I Specification . A”ocate requirements Specification Specification | E E
N | | consistent with achievable | T T
| o [ security performance that ’ OEM | T T
| — enables system performance Spec | §
M I Spec | Spec || | OEM | | OEM—| I
- I Spec Spec A R
A e | OEM OEM OEM | L E
© s 5 s OEM OEM
T § I Plec pec Ipec Spec Spec I L A
< I OEM F 3 F OEM E L
U » Ensure requirements are informed by appropriate |
I Spec ) . q . y pp p Spec C I
R | historically-informed defenses against known, | A Z
| unknown, and unquantified security vulnerability | 3 T 'y
| | and adversity induced or enabled by cyberspace —; I & I T
T I Spec Spec I (o) |
s ——1t————————1T—————————————————— N 0
o
Y 2| OEM OEM OEM OEM I & N
o : |
& I Spec Drawing Spec Spec o
—————————— —SCTTC el AT TURTIT v CTRet 28 2w O (Y A —— — —
End Of DI-SESS-82177 Check the source to verify that this is the current version before use.

nd i 1 H 1
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Steady — Influence future standards
State

22nd Annual NDIA Systems and Mission Engineering Conference

Strategy for Standardization

= Develop Framework that defines the scope and focus
— Develop “Tree of Data”
— Identify and describe representative categories/classes/topics/tasks

— Framework based on Program Protection and Engineering Cyber activities Leverage
ongoing
. - . . OUSD(R&E
= |dentify existing security and protection standards efforté and’
— Identify required security and protection standards, handbooks, guidance, documents, other
and DIDs standardization
AREAs to
inform the
= Conduct gap analysis identification

and elaboration

— Identify set of existing standards that would reside in the new Area of engineering

— ldentify courses of actions for relevant standards security
activities,
methods, data,

= Develop Recommendations and coordinate with DoD Components artifacts, and

lexicon

= Manage and maintain
_ — Ongoing revision, introduction of new, retirement of no longer used

Distribution Statement A: Approved for public release, case # 20-S-0066 applies. Distribution is unlimited. 17



Next Steps

" Develop SCRE “Tree” of Data
—Data drives execution and judgements of suitability

=" Conduct gap analysis of active Handbooks, Standards, and
Data Iltems

—Remove duplication and conflict

" Work with Service Leads to assess cyber and PPP-related
standards, including data item descriptions, and
recommend where updates may be appropriate

22nd Annual NDIA Systems and Mission Engineering Conference

Oct 2019 Distribution Statement A: Approved for public release, case # 20-S-0066 applies. Distribution is unlimited. 18



Summary

= Standardization of systems engineering approaches, methods, and data is necessary
to improve efficiency and effectiveness to respond to concerns presented by
cyberspace

— Cyber resilience
— Cyber security
— Cyber survivability

= Standardization should be principle-based to enable tailoring to:
— Meet capability, performance, and loss considerations relative to operational doctrine for use of
the system and acquisition model

— Mature requirements, expertise, and tools to achieve engineering cyber, resilience, and
survivability objectives

= Opportunities for government, industry and academia to engage

— Inform processes and technical requirements standards for engineering cyber resilient weapon
systems

22nd Annual NDIA Systems and Mission Engineering Conference

Oct 2019 Distribution Statement A: Approved for public release, case # 20-S-0066 applies. Distribution is unlimited. 19
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For Additional Information

Ms. Melinda Reed

Office of the Under Secretary of Defense for Research and
Engineering (OUSD(R&E))
571.372.6562 | melinda.k.reed4.civ@mail.mil

Mr. Michael McEvilley
Contractor Support Team, MITRE Corporation
703.472.5409 | mcevilley@mitre.org

22nd Annual NDIA Systems and Mission Engineering Conference
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BACK UP
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Appro

Example of requesting delivery of the Contractor’s

Record of Tier 1 Level Suppliers Receiving/Developing

Covered D

ach to Acquire Data Deliverables

Data Item Description (DID)
provides the format and
content requirements for
data item, with non-essential
references tailored out of
the DID. (e.g. DI-SCRE-

efense Information

82258, “Contractor’s Record

STANDARDCONTRACT

OPERATIONAIL ACQUISITION PLAN H H
EOUIRE ACQUT . of Tle_r _1 Level Suppllers
—— Receiving/Developing
Sorsios  eEmomac Covered Defense
i Information”
DATA ITEM
REQUEST FOR PROPOSAL (RFP) DESCRIPTION (DID)
' DD 1664
RFP SECTIONC v RFP SECTIONJ ——

CLIN 0004

The Conmractor shall delinvgr

CDRL FORM

35.“..a
record of
tier 1 level

STA

and/or suppl

AW information

subcontractors, vendors

dewe  will receive or develop
M. covered defense

Contract Data Requirements List
(CDRL) orders the Contractor’s

) Record data item and identifies due
Contractor's date, distribution statement and other

Record
such parameters

dam IAW Exhibat A

liers who

-J_—dwf‘_.n_f‘ L7
Ee f
-

SOW establishes a requirement e.g., “3.5. “...a record of
tier 1 level subcontractors, vendors and/or suppliers who will

22nd Annual NDIA Systems and Mission Engineering Conference

Oct 2019

receive or develop covered defense information ...”

FIGURE. SPEC-SOW-CDRL-DID Relationship.
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Requirements Derivation,
System Design, and Systems Analysis

Capability needs, loss [ Capability _ ]
concerns, acceptance Needs, Priorities, Constraints

— Mission !

— System )
Stakeholder Requirements

— Regulatory, statutory,

Loss scenarios
— Causal factors
o Attack, subversion
o Error, fault, failure
o Abuse, misuse
— Conditions
o Exposure, hazard, vulnerability
— Adversarial threat informed
o Threat data-dependent
o Threat data-independent

certification, policy '
— Assurance /

a4 )

System
Requirements
.

< =] —0»L2xmMm< O P>

" High Level )
Design
._Requirements

System architecture,
design, interfaces,
interconnections

— Exposure, hazards,
vulnerabilities Design

[ Low Level J
—  Critical functions \ SEASUSHEnES /
o Mission
o System ‘
o  Security { Implementation }
o Safety of the Design

Applied with rigor necessary to achieve the targeted level of confidence

22nd Annual NDIA Systems and Mission Engineering Conference
Oct 2019

System function, interfaces,
data, interconnections
— Functional, data, control flow
interactions
— Interactions not anticipated by
the system requirements
— Exposure, hazards,
vulnerabilities

PO —-—-<>PImME
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22nd Annual NDIA Systems and Mission Engineering Conference

Contract Data Requirements List (CDRL) —

Form DD1423

CONTRACT DATA REQUIREMENTS LIST Form Approved

(1 Data Hem) | OMB No. 0704-0188

IThe oo p.a't n:onn; b roen o tha c:lm of n‘omlnn 4 aslmaled % aveage 110 hous PAr MIpENsa. mciudng the me buwm mRCons, | lomwo omln: data
scurcas gatheansg ans mant 0 the data needed and 9 and reverwyg Te colection of iformalon. Send commens regardng this burden estmale or any oher
jaspect of Tus LOKcon of mcwam Inchudng suggesions for -mucn) the tarden, %0 e Dapanument of Detanse Esooutive Services Drectorars (0704.0188) Respondents
sh0uld De awa e hat NoUwINEANGNg any other provison of law, No person shall be subjedt 10 any panaly for faling 12 compdy with a colecuonad irlormation If it does net deplay
3 cumently vakd OMS control number. Piease 4 nol feum your 13 [0 e 3DV CpanZanon Send completed form 13 e Govemment [ssung Conracing Oficer for he
IContraztPR Ne. fsted i Block £

Block 2. Identifies the Title of Data
Deliverable —

Program Protection
Implementation Plan

Block 4. Identifies the Data Item
Description —

DI-ADMIN-81360

Program Protection
Implementation Plan

A, CONTRALT UNL ITEM NO. D BT C CATEGORY
oS A ToP ™ OTHER__ X___ ADNN
D SYSTEMATEN CONTRACTPA NQ - F CONTRACTOR
Elecunnic Watare Sysiems N0 4-1B-RE200 Conracize TBD
i DATA TEMNQO 2. WITLE OF DATA ITEM 3 SLETTLE
Al regran Profecucn implementaton Pian (PP19)
e ALTHORITY (Data Acepswtan Decumart Ma ) CONTRACT REFERENCE T T e REcunming oFece
D-ADMN-51308 SOWPane33 1 | NAVSEA PMS4XS
T 0D % REQ 9 Ou3T STATENENT [10 PREGUENCY 12 DATE OF FIRST SUBMISSON .
T REQURED SEE BLK 16 SEE BLX 18 - bl
| D 11 A5 OF DATE 13 DATE OF SUBSEQUENT SUBMSSION ' b COPES
A A SEE MK 10 js-AODRESEEE Dt Lo
| Rag Aages
16 REMARKS 1
f
BLOCK & Review wil be for technical content  The Govemment will review and comment | PNSAS 1 1
within 30 calendar days Resubmittal is due 15 calandar days after racaipt of Government
review comments _—— +—4 S
WUWE NPT 1 1
BLOCK 9 DISTRIBUTION STATEMENT D Distnbution sutherized o the Department of
Defense and U 5. DoD contractors only  Critical Technology (insert date). Othar requasts for  }
this documenl shall ba rafarred 1o PEO SUB (PMS435) PO ) ‘
BLOCKS 10, 12 AND 13: Submission shall be deliverad 30 calendar days after complationof | .
work 88 specified in the IMS or mdividua! Tl
OO 1 1

BLOCK 14 Unclassified Data ilem shal be submitted electromically by upleading o the

Block 9. For technical
information, specify requirement
for contractor to mark the
appropriate distribution statement
on the data (ref. DoDI 5230.24);
information is controlled when
distribution statement is B-F

PMS435 sile on the Integraled Product Data Managemant (iIPDM) Systam Electronc {
nobfication that the Data Hem has been uploaded shall be senl 1o the dsinbuton st IICDRL
containg classified data. contact COR for direction on delivery

Block 16. Includes additional
clarification and the Marking
Statement the contractor is to
mark the deliverable

Includes Data Item Description for content of the deliverable, and

Technical Information Marking and Dissemination Statements
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= Statement of Work (Section C)
— Prepared by Program Office (PM)/ Requiring Activity (RA)
= Contract Clauses (Section I),

— Prepared by Contracting Officer

— FAR Clause 52.204-2, when contract involves access to
Confidential, Secret, or Top Secret information

— FAR Clause 52.204-21, when contract involves Federal Contract
Information

— DFARS Clause 252.204-7012 in all contracts except COTS
= List of Attachments (Section J)

— Attachments collected by Program Office

— Data deliverables as identified in Contract Data Requirements
List (CDRL): Prepared by PM/RA

— Security Classification Guides

— Specifications: Prepared by PMO/RA

— Other Government Furnished Information: Various

—

CONTRACT

SECTION
A

SOW B
1. Scope

2. Reference Doc. < C
3. Requirements

D
Contract E
Delivery Dates
CLINs < F
Performance
Time Frame G
H

)

Offeror’s Type of
Business

Buy American Act
Provisions
y . K
Cost Accounting
Standards
Notices, etc. L
M

PART I. THE SCHEDULE
Solicitation/Contract Form
Supplies or Services and Prices/Costs
Description/Specifications/Work Statement
Packaging and Marking
Inspection and Acceptance
Deliveries or Perforance

Contract Administration Data

Special Contract Requirements ~— ———g

PART Il. CONTRACT CLAUSES

Contract Clauses

PART IIl. LIST OF DOCUMENTS, EXHIBITS
AND OTHER ATTACHMENTS

List of Attachments >

PART IV. REPRESENTATIONS AND
INSTRUCTIONS
(Included in solcitations/RFPs only)

Representations, cettifications, and Other
Statements of Offerors
Instructions, Conditions, and Notices to Offerors —Jp

—_—

Evaluation Factors for Award

Contract Attachments (i.e., SOW/SOO0)
Contract Exhibits (i.e., CDRLs)

Preparation of
Statement of
Work -

Mil Handbook
254D

Security Clearances
Geographic Location
Unique Requirements

Clauses required by

Procurement Regulations

or Law which pertain to
this Procurement

List Contains:

Security Form

CDRL

SOW

Specification

Financial Data:
Sheet
Exhibits

"Ikﬁ)e of Contract,
Solicitation
Definitions,

Prop reqmits,
Progress Payments etc.

How Proposal will
be Evaluated

One approach is a Federal Acquisition Regulation (FAR)-Based Contract

22nd Annual NDIA Systems and Mission Engineering Conference

Oct 2019 Distribut =
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26



Standardization Areas with
Relevant Data Item Descriptions

Area Title LSA % *
MGMT |Management EA for DSP 35%
IPSC Information Processing Stds. for Computers | DISA 16%
MISC Miscellaneous EA for DSP 13%
EMCS |Electromagnetic Compatibility Stds. DISA 11%
SESS Systems Engineering Specs. and Stds. ODASD(SE) 11%
QCIC Quality Control/Assurance and Inspection |ARDEC, Armament Research Devlp & Engr Center| 8%
NUOR |Nuclear Ordnance DTRA 6%

Quick look identified 179 Relevant DIDs found in 23 of 39 Standardization Areas

%thdzpar;ngual NDIA Systems and Mission Engineering Conference Distribution Statement A: Approved for public release, case # 20-S-0066 applies. Distribution is unlimited. 27



Initial SCRE Framework

Next Step: Program Protection sc$hE LSA rtesponsibilfit% ingngeé,
- T T * The maintenance of the
Establish SCRE “Tree of Data Plan framework and the identification of the
to identify relevant Standards * DI-MGMT-81826D, F/A-18 and EA-18 Aircraft / relevant artifacts
System Program Protection Implem. Plan . .
and DIDs with goa| to _ 2018-06 . Thg mglntenance of artifacts that
. ) . - DI-MGMT-82144, Naval Aviation PPIP reside in SCRE
standardize direction to — 201707 « Trace to other LSAs responsible for
industry in contracting °_D1|532_'\S:N'81306’ PPIP the artifacts identified by SCRE but
not contained in SCRE

P ——— Critical Program Information
(CPI)

+ DI-SCRE-82247, Contractors SSP... + DI-MGMT-82189, Security Plan . Tree is Pending
— Implement NIST SP 800-171, 2018-10  — 2018-03 _
+ DI-MGMT-82002, NAVAIR Cybersecurity * DI-MGMT-80596, GFI Deficiency Report

Implementation Plan, 2017-05 — Advises of deficient information
+ DI-MGMT-82135, NAVAIR Cybersecurity — 1988-05
RMF...: 2017-07 + DI-MGMT-82209, Critical Industrial Base
+ DI-MGMT-82149, Naval Av. Sys. Data; 2018-04
Sanitization + DI-PSSS-81656, BOM for Logistics...
— Focus on NIST SP 800-88, 2017-07 — Similar to MGMT-82209, 2019-09
« DI-MGMT-81824, Security Classif. Guide * DI-MGMT-80894, Source/Vendor List...
— Refers to OPNAVINST 5513.1F, — Similar to MGMT-82209 Trusted Systems and
2011-11 — 1994-04 . _ Networks (TSN) Analysis
+ DI-MGMT-81453, Data Accession List ~ * DI-SESS-80858, Supplier's Config....
— Contractor internal data, 2017-06 — Similar to MGMT-82209, 2015-04

+ Complete Tree is Pending * Tree is Pending

22nd Annual NDIA Systems and Mission Engineering Conference
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Aligns with Other Standardization Areas

= System Safety (SAFT)

— This AREA covers the systems engineering integration of life cycle environment, safety, and occupation health (ESOH)
considerations in the design, test, demonstration, operations, maintenance, sustainment, and disposal of military
systems.

= Systems Engineering Specifications and Standards (SESS)

— This AREA covers standards, specifications, methods, practices, techniques, and data requirements for analyzing,
developing, and defining the technical engineering requirements for new and modified DOD systems.

— This AREA specifically encompasses procedural guidance to address those systems engineering elements executed
throughout the acquisition process, which includes configuration management of the technical baseline information, data
management, reliability, maintainability, manufacturing producibility, and design, development, and test activities. This
AREA does not include Human Factors, Environmental, Product Support, Quality Control, Cybersecurity, or Systems Safety.

= Secure Cyber Resilient Engineering (SCRE)

— This AREA covers the integration of life cycle security and protection considerations in the requirements, design, test,
demonstration, operations, maintenance, sustainment, and disposal of military systems that operate in physical and
cyberspace operational domains.

— This AREA specifically encompasses the standards, specifications, methods, practices, techniques, and data requirements
for the security aspects of systems engineering activities executed and artifacts produced, with explicit consideration of
malicious and non-malicious adversity.
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